Intel® Software
Development Products

Getting Started Tutorial: Analyzing
Memory Errors

Intel® Inspector XE 2013 for Linux* OS
Fortran Sample Application Code
Document Number: 327649-002US

World Wide Web: http://developer.intel.com

Legal Information






Contents

Contents

Legal Information....ccciiiiiiimirsssmmssssssssssssssssssssssannssssannnssssnnnnnnnnns 5
OV eI VI CW . i eiiuerinnrsansnssssssssssssassssssssssssssssssssssssssssssssssssssnsssnssnnssnnssnnnnnnns 7

Chapter 1: Navigation Quick Start

Chapter 2: Analyzing Memory Errors

Build Application and Create New Project......cccoiiiiiiiiiiii i 13
(O0oT o) 1o [0TSR g =1 Y= £ P 16
U I Y = 1= 1 18
ChoOSE Problem . . s 20
Interpret ReSUIL Data. .. ccv it i e 21
ST e AV 7T 1= U T PP 23
Investigate Problem Using Interactive Debugging.........ccovviiiiiiiiiiiii i, 24
Rebuild and Rerun ANalySiS. i i i i e eas 26

Chapter 3: Summary
Chapter 4: Key Terms



Getting Started Tutorial: Analyzing Memory Errors




Legal Information

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE,
EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS
GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR
SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR
IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR
WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT
OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or
indirectly, in personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH
MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES,
SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH,
HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR
DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR
ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL
PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers
must not rely on the absence or characteristics of any features or instructions marked "reserved" or
"undefined". Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts
or incompatibilities arising from future changes to them. The information here is subject to change without
notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may
cause the product to deviate from published specifications. Current characterized errata are available on
request. Contact your local Intel sales office or your distributor to obtain the latest specifications and before
placing your product order. Copies of documents which have an order number and are referenced in this
document, or other Intel literature, may be obtained by calling 1-800-548-4725, or go to: http://
www.intel.com/design/literature.htm

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within
each processor family, not across different processor families. Go to: http://www.intel.com/products/
processor_number/

BlueMoon, BunnyPeople, Celeron, Celeron Inside, Centrino, Centrino Inside, Cilk, Core Inside, E-GOLD,
Flexpipe, i960, Intel, the Intel logo, Intel AppUp, Intel Atom, Intel Atom Inside, Intel CoFluent, Intel Core,
Intel Inside, Intel Insider, the Intel Inside logo, Intel NetBurst, Intel NetMerge, Intel NetStructure, Intel
SingleDriver, Intel SpeedStep, Intel Sponsors of Tomorrow., the Intel Sponsors of Tomorrow. logo, Intel
StrataFlash, Intel vPro, Intel Xeon Phi, Intel XScale, InTru, the InTru logo, the InTru Inside logo, InTru
soundmark, Itanium, Itanium Inside, MCS, MMX, Pentium, Pentium Inside, Puma, skoool, the skoool logo,
SMARTI, Sound Mark, Stay With It, The Creators Project, The Journey Inside, Thunderbolt, Ultrabook, vPro
Inside, VTune, Xeon, Xeon Inside, X-GOLD, XMM, X-PMU and XPOSYS are trademarks of Intel Corporation in
the U.S. and/or other countries.

*Qther names and brands may be claimed as the property of others.

Copyright © 2009-2012, Intel Corporation. All rights reserved.



Getting Started Tutorial: Analyzing Memory Errors




Overview

3 Discover how to find and fix memory errors using the Intel® Inspector XE and the nqueens fortran
Fortran sample application.

About This This tutorial demonstrates an end-to-end workflow you can ultimately apply to your
Tutorial own applications:
1. Build an application to produce an optimal inspection result.
2. Inspect an application to find memory errors.
3. Edit application code to fix the memory errors.
4. Investigate memory errors using interactive debugging.
5. Rebuild and reinspect the application.
Estimated 10-15 minutes.
Duration
Learning After you complete this tutorial, you should be able to:
Objectives

List the steps to find and fix memory errors using the Intel Inspector XE.
Define key Intel Inspector XE terms.

Identify compiler/linker options that produce the most accurate and complete
analysis results.

Run memory error analyses.

Influence analysis scope and running time.

Navigate among windows in the Intel Inspector XE results.

Display a prioritized to-do list for fixing errors.

Access help for fixing specific errors.

Access source code to fix errors.

Launch an interactive debugging session to investigate problems more deeply.

More Resources

The concepts and procedures in this tutorial apply regardless of programming
language; however, a similar tutorial using a sample application in another
programming language may be available at http://software.intel.com/en-us/articles/
intel-software-product-tutorials/. This site also offers tutorials for other Intel®
products and a printable version (PDF) of tutorials.

In addition, you can find more resources at http://software.intel.com/en-us/articles/
intel-parallel-studio-xe/.
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Navigation Quick Start

I
Intel® Inspector XE is a dynamic memory and threading error checking tool for users developing serial
and multithreaded applications on Windows* and Linux* operating systems. You can also use the Intel
Inspector XE to visualize and manage static analysis results created by Intel® compilers in various suite
products.
Intel Inspector XE Access
1. Do one of the following:
e Type one of the following source commands to set up your environment:
e source <install-dir>/inspxe-vars.sh
e source <install-dir>/inspxe-vars.csh
e Add <install-dir>/bin32 or <install-dir>/bin64 to your path.

NOTE The default installation directory is /opt/intel/inspector xe 2013/.

2. Type inspxe-gui.
Intel Inspector XE GUI

File View Help l. i =
| & T b o A2

Prepect Havigator K wekcomePage 00082 | r0OIN2 ®
O CAUsers\nmoster\Documentsil...

“:' Detect Deadlocks and Data Races Intel Inspector XE 2013

- n MEMOY_issues

E 0omiz & Target Anadysts Type | I Collection Log m
B oomiz Probh
- n threading_issues
B oom2 D s Problem  Soudces Madubes State
B o2 e 0eot race 15 theeading /90 threading issueiee = Hot fued Error 2 itemis)
H u.“ bce  nqueens_threading.f... threading issues.exe P Mot foced Problem

Datarace  ngueens threading.f... threading issuesexe P Mot fued Datas race 2 iterms)

Datarace  ngueens threading.f.. threading_ issuesexe P Mot foed

Source

=1 - Diata race ngueens_threading.f90 threading_issuetexe P Mot Toed | nqueens_thresding £ 2item(s)
Chaga race nqumi_fhrudmg.f... thrﬂding_uswﬁm: P Mot fued ol

Datarace  ngueens_threading.f... threading issuesexe B Mot fued threading issues eve 2itemish

State
Mot foued 2 ibemish

1l 1ofg O [AM)
Description Sowce Function Kadule
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_n_qmn:_thrud-nq.ﬁ? NQ_':_,IEE[\_IS__-p_‘SETQ_LIE...
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thegadimg_issuesoe..,
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1 Getting Started Tutorial: Analyzing Memory Errors

M 'ﬁ The menu, toolbar, and Project Navigator offer different ways to perform many of
- - W the same functions.

) Use the menu to create projects and dynamic analysis results, import
o result archive files and results from other Intel® error-detection products,
open projects and results, compare results, configure projects, set
various options, and access the Getting Started page and Help.

ﬁ- Use the toolbar to open the Getting Started page; create, configure, and

- open projects; create dynamic analysis results; and open and compare
results.

,ﬁ Use the Project Navigator:

e Tree to see a hierarchical view of your projects and results based on
the directory where the opened project resides.

¢ Context menus (right-click to open) to perform functions available
from the menu and toolbar plus delete or rename a selected project or
result, close all opened results, and copy various directory paths to the
system clipboard.

B Use result tabs to view and manage result data.

]

Intel Inspector XE Result Tabs

File View Help
ﬂ.“ BT Er| b

Welecme Page m;gjg-.:*f.mmz = -

“’ Detect Deadlocks and Data Races Intel Inspector XE 2013

& Target Anabysks Type | B €

Probdem  Sources Madubes State 2 Severity

Datarace  ngueens_threading /90 threading_issues.exe B Mot fioed Errar 2 Remds)
Datarace  ngueens_thegadingf ... threading issusse P Hot fined Problem

Datarace  ngueens_threading.f ... thresding issues.exe P> Mot fued Dpts race 2 #ernds)
Datarace  ngueens_threadingf .. thresding_ issuet.ee > Mot foed Iy ——
Datarace nqueens_theeadingf) threading issues.exe P Mot fiwed = | ngueens,_threading 50 2 ez
Datarace  ngueens_threading.f ... threading issuts.ea B> Mot fued ful

. : n .
Datarace  ngueens_threading.f... threading issues.exe P’-‘}!;I}u:d threading_issues exe 2iternis)

State
Mot freed 2 termdz)

T L] code Locations: Data race
Py Module

View Source
Edit Source
=4 Copy to Chpboard
Explain thlu‘i'
i Create Problem Repart...
___Squsens heasding B0:153 NOUEENS ip. SETCRIEEN thresding s epvees

thesFITHy TTIE ey

threading

Use result tab names to distinguish among results.

10



Navigation Quick Start

10

Click buttons on the navigation toolbar to change window views.

Use window panes to view and manage result data.

Click ¥ buttons to display help pages that describe how to use window panes.

Drag window pane borders to resize window panes.

= 4
Click ===, 1 =1, _, and _ controls to show/hide window panes.

Click window pane data controls to adjust result data within the pane (and possibly in adjacent

panes).

Data column headers - Drag to reposition the data column; drag the left or right border to

resize the data column; click to sort results in ascending or descending order by column data.

Use title bars to identify window panes.

Right-click data in window panes to display context menus that provide access to key
capabilities.

11
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Analyzing Memory Errors

@ There are many ways to take advantage of the power and flexibility of the Intel Inspector XE. The
following workflow, which shows how to find and fix memory errors in serial or parallel programs, is one way

to help maximize

your productivity as quickly as possible.

One-time / Optional

§“ Choose /Create Configure
& project project
w Y r
Run Configure
- dynamic dynamic
g analysis analysis
=
t & Launch analysis in
§ R‘?p"'t'-d conjunction with debugger to
E BpPICHHa stop at problem(s) of interesE
=
: 1
g
L1}
= Choose
gt problam
L
2
>
s Interpret Examine
result data/f application
Resolve issue state
Step 1: Unpack Build an application to inspect for memory errors and create a new project.
and set up
sample for
analysis

Step 2: Collect
result

e Configure a memory error analysis.
* Run the memory error analysis on the application.

Step 3:
Investigate
result

e Choose a problem set in the analysis result.

e Interpret the result data.

* Resolve the issue.

¢ Investigate another problem using interactive debugging.

Step 4: Check
your work

Rebuild the application and rerun the memory error analysis.

Build Application and Create New Project

m To create an application the Intel Inspector XE can inspect for memory errors:

13




2 Getting Started Tutorial: Analyzing Memory Errors

Get software tools.

Verify optimal compiler/linker settings.

Build the application.

Verify the application runs outside the Intel Inspector XE.
Open the Intel Inspector XE GUI.

Create a new project.

Get Software Tools

You need the following tools to try tutorial steps yourself using the nqueens fortran sample application:

Intel Inspector XE installation package (. tgz file and license information)

. tgz file extraction utility

Supported compiler (see Release Notes for more information)

Editor

Acquire the Intel Inspector XE

If you do not already have access to the Intel Inspector XE, you can download an evaluation copy from
http://software.intel.com/en-us/articles/intel-software-evaluation-center/.

Install and Set Up the Intel Inspector XE Sample Applications

1.

u .

Copy the nqueens_fortran.tgz file from the <install-dir>/samples/<locale>/Fortran/

directory to a writable directory or share on your system. The default <install-dir>is /opt/intel/

inspector xe 2013/.

Extract the sample from the . tgz file to create the nqueens fortran directory.
Ensure you have set the EDITOR or VISUAL environment variable to your text editor.

this tutorial.

Samples are non-deterministic. Your screens may vary from the screen captures shown throughout

e Samples are designed only to illustrate the Intel Inspector XE features; they do not represent best
practices for creating code.

Verify Optimal Compiler/Linker Settings

You can use the Intel® Inspector XE on both debug and release modes of C++ and Fortran binaries
containing native code; however, applications compiled/linked in debug mode using the following settings
produce the most accurate and complete analysis results.

Compiler/Linker Correct C/C++ Correct Fortran Impact If Not Set
Property Setting Setting Correctly
Debug information Enabled (-g) Enabled (-debug or -g) | Missing file/line

information

Optimization

Disabled (-00)

Disabled (-00)

Incorrect file/line
information

Dynamic runtime library

Selected (-shared-
intel for Intel(R)
compilers; default or -
Bdynamic for GNU
compilers)

Selected (-shared-
intel)

False positives or
missing code locations

14
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2

Compiler/Linker
Property

Correct C/C++
Setting

Correct Fortran
Setting

Impact If Not Set
Correctly

Basic runtime error
checks

Disabled (do not use -
fmudflap)

None (-check:none)

False positives

Build the Application

1. In aterminal session, change directory to the nqueens fortran/ directory.
2. Type make nqueens memory debug to build a debug version of the nqueens memory sample

application.

Verify the Application Runs Outside the Intel Inspector XE

1. In the same terminal session, type ./nqueens memory debug to execute the sample application.
2. Check for non-deterministic application output similar to the following:

Usages: nqueens memory[ debug] boardSize
Using default size of 10
Starting nqueens solver for size 10 with 8 thread(s)

Number of solutions:
correct result!

724

Calculations took 116 ms.

Open the Intel Inspector X€ GUI

1. In another terminal session, do one of the following:

e Type one of the following source commands to set up your environment:

e source <install-dir>/inspxe-vars.sh

e source <install-dir>/inspxe-vars.csh
e Add <install-dir>/bin32 or <install-dir>/bin64 to your path.

NOTE The default installation directory is /opt/intel/inspector xe 2013/.

2. Type inspxe-gui.

Create a New Project

1. Choose File > New > Project... to display a dialog box similar to the following:

Pmoject name: | |

Location:

|;"inte linspxe/pmjects
L

Create Pmoject

¢ cancel

15




2 Getting Started Tutorial: Analyzing Memory Errors

2. In the Project name field, type memory issues. Then click the Create project button to create a
config.inspxeproj file in the ~/intel/inspxe/projects/memory issues/ directory (default
location) and display a dialog box similar to the following:

Target Suppressions BinarySymbol Search Soure Search

Launeh Application
Speciy and configum the application executable (get) o analze. Press FI for mom detais,

ﬂ No applcation executable (arget) file :p-ncfiqd.ci;h the Pmject Peperties button o choose and l;unfigu m the @pet,

Applcaton:

Browse...

Appleation parame ten:

Working direciony:

L] ]

Inherit system envieonment vamables

User-defined envimnment vanables;

Maodify...

E} Saore resul n the popect direcon: .{iﬂeln'iupuefpnp::mm:y_h:ue-.
() Swom msub in @and create link file o) another dimciony

SET R B o T LY T

Reduh beation:
finspuefprjects/memony_is sues/rl & jat)
(%) Advanced
() Do not apply suppressions

Suppressions:
(@) Apply suppressions

OK

Cancal

3. Click the Browse... button next to the Application field and select the nqueens fortran/
nqueens memory debug application. Notice the Intel Inspector XE autofills the project Working
directory field for you. Then click the OK button to return to the Welcome page, where the name of

the opened project displays in the title bar and in the Project Navigator pane. (If necessary, choose

View > Project Navigator to display the Project Navigator.)

Key Terms

False positive

Configure Analysis

I

Intel Inspector XE offers a range of preset memory analysis types to help you control analysis scope
and cost. The analysis type with the narrowest scope minimizes the load on the system and the time and
resources required to perform the analysis; however, it detects the narrowest set of errors and provides

16



Analyzing Memory Errors 2

minimal details. The analysis type with the widest scope maximizes the load on the system and the time and
resources required to perform the analysis; however, it detects the widest set of errors and provides context
and the maximum amount of detail for those errors.

To configure a memory error analysis, choose a memory analysis type.

Choose a Memory Error Analysis Type
To display an Analysis Type window similar to the following: Choose File > New > Analysis...

Fim View Halp
H BTz e
Mew Inspecior Resah (% L)

_*!' Configure Analysis Type Intel Inspector XE 2013

A Ara lysis Type 1

'- Ewedll Derect Leaks

{‘} |
ﬂ m—] U0 J Doebeci Memory Prblems
O L

ﬂ‘ PR ] Locam Merony Poblem

Analyss Time Overhead Memoy Sverhead
| -

Memory Emr Anakpvi 2

Detect Memory Problamn Copy

Medmm wope memory emorasalsh type, Increares the bad on the yyrimmand ihe tme and miwouces equied o pedomm
arabnk, Pres Fl ormome demibh

:. -
F Repon sillaliscated memony al appication ec 4 |

Stack lame depth: |8 F |

[+] Enatils mtoesciive memany gresth detesin

l:i Analze wkhout debugger

Run an analnh and mport al deecied peblem., Use i view comciness hises withaut sBpping n the
debugger o examne tem

{7} Enable debugger when poblem detecied

Rum an anakah undet the debuggerand smop swvery bme & poblm b delecied. Ve & alow investigation of
wvnry prabiem detecind

{7} Select anaknn viad beation with dehugge

Run iget appleation under the debugger with asalyih disabled wnil you choose 1 m an analii, Evscution
iaps at the appleation entry poinl. Seta cods breakpoint b Bp sueculion proT B whein you mant anakin B

bagin, execuln i thiv point, Bsen uie the ‘monicr begn-analy i’ command B Bm an analin b all ishseguent
exscuion, Use o quickly mach a pobkmaol nmest Frpct Prjsnas...

5 :

Use the Navigation toolbar to navigate among the Intel Inspector XE windows. The buttons on
the toolbar vary depending on the displayed window.

2 Use the Analysis Type drop-down list to choose an analysis type category: Memory Error
Analysis, Threading Error Analysis, or Custom Analysis Types.

Choose the Memory Error Analysis type category.

17



2 Getting Started Tutorial: Analyzing Memory Errors

NOTE This tutorial covers memory error analysis types, which you can use to search for
resource leak, incorrect memcpy call, invalid deallocation, invalid memory access, invalid
partial memory access, memory growth, memory leak, memory not deallocated,
mismatched allocation/deallocation, missing allocation, uninitialized memory access, and
uninitialized partial memory access errors. Use threading error analysis types to search
for data race, deadlock, lock hierarchy violation, and cross-thread stack access errors.

Use the configuration slider to choose a preset analysis type and the corresponding gauges to
assess the cost of that choice. The preset analysis type at the top of the slider has the
narrowest scope; the preset analysis type at the bottom has the widest.

Choose the Detect Memory Problems preset analysis type.

The Analysis Time Overhead gauge helps you quickly estimate the time it may take to collect
a result using this preset analysis type. Time is expressed in relation to normal application
execution time. For example, 2x - 20x is 2 to 20 times longer than normal application execution
time. If normal application execution time is 5 seconds, estimated collection time is 10 to 100
seconds.

The Memory Overhead gauge helps you quickly estimate the memory the Intel Inspector XE
may consume to detect errors using this preset analysis type. Memory is expressed in blue-
filled bars.

NOTE The gauge does not show memory used by the running application during analysis.

Use the checkbox(es), radio button(s), and drop-down list(s) to fine-tune some, but not all,
preset analysis type settings.

NOTE If you need to fine-tune more analysis type settings, you can choose another
analysis type or create a custom analysis type.

Use the Details region to view all current settings for this analysis type.

Use the Command toolbar to control analysis runs and perform other functions. For example,
use the Project Properties button to display the Project Properties dialog box, where you
can change the default result directory location, set parameters to potentially speed up
analysis, and perform other project configuration functions.

If you experimented with various settings, make sure you choose the Detect Memory Problems preset
analysis type (and ensure your settings match the image above) before proceeding.

Key Terms

Analysis

Run Analysis

To find memory errors that may need fixing, run a memory error analysis.

18



Analyzing Memory Errors 2

Run Memory Error Analysis

Click the Start button on the Analysis Type window and the Intel Inspector XE:
e Executes the nqueens memory debug application.

e Identifies memory errors that may need handling.

e Collects the result in a directory in the intel/inspxe/projects/memory issues/ directory.
e Finalizes the result.

During analysis, the Intel Inspector XE displays a Collection Log window similar to the following:

Ele View Help
‘H ik BT b

il K 1
Collecting Data... Intel Inspector XE 2013
@ Targer Analyirs Typa ®  Smmmary

w Target finished running

Famget fnikhed running

Finalizing data...

Ivie MR Inspeciod XE 2013 & wsing debeg nlamanion om binasy fles o conven symiol
miosmanon o llenames and e nombes s, pedomng duplcate e Wmmnansn, asd kg
prabkem se.

Efapyed tme simce calecion stark 0000010
blerory used by collecior pmoess and @rgel appkaiion: [no data yei]

= Mo dewily yel

Unloaded moduls: slibsdslibd]l se.Z
Daloaded saduls: Fimsrall binsd s, . FLibE
To redirect application owiput o here fl.-p:lrlnl .l.'|l1l|"\:|l far .fllq_unlui_lu:'l'I'ln.l'uquilrl'
Change the Applcaton owiput destination apion o the J,PP[“.Q iom #xit eade: O
Cptnn-Geneml window to Colscton Log window, Prest Fl ormome Renule Fils: Fintel/ inapae/ prajecti /mems q‘_i
nkrmatnn lemory errer analysis: compleved

1 The result name appears in the tab. Here, the name of the result is r000mi2, where

e r = constant

000 = next available number
e mi = memory error analysis type
e 2 = preset analysis type of medium scope

NOTE Intel Inspector XE also offers a pointer to the result in the Project Navigator.
_

2 The Collection Log pane shows analysis progress and milestones.
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2 Getting Started Tutorial: Analyzing Memory Errors

Notice you can start to manage results before analysis (collection and finalization) is complete
by clicking the Summary button; however, this tutorial does not cover handling issues before
analysis is complete.

' NOTE This tutorial explains how to run an analysis from the Intel Inspector XE GUI. You can also use
the Intel Inspector XE command-line interface (inspxe-cl command) to run an analysis.

The Summary window automatically displays after analysis completes successfully.
Key Terms

e Analysis

e Collection

e Finalization

Choose Problem

id To start exploring a detected memory error:

e Understand Summary window panes.
e Choose a problem.

Understand Summary Window Panes

Fle View Help

2 LR AT AL

Intel Inspector XE 2013

Prbiem Saverity
Uninsiakred memosy access aquesnimemory. B0 aquesns.memory_ debug Ermi

Memory not dealocaned ngquesns_memory, Bl aquesnt_memory,_debug Wi
Mooy lkak nquesnt, memery B0 rqueent memery, debug &4 Probiem

Memory keak
Memory ol deallocabed

| Uninkmked memmony access
Souics

noyuee ni_ e mody, B

Modwle
AguEeni_me mod_debug
S

]

1)
Deacriplion IS—n_l Funcin IMH

Read mqueans_memcn B00IE  wiguesn nauaens_ma sy debug

™ 128 nqmnl_p-nr[_ﬂlthlltq’ulln - nfjuwesns_s
127 | Make eopy of quesns array ngiseens_sema ry_dabig? nquesns _TP_salve_¥ s
128 lel_quesns = guesns labiomps. so! __imp_isvoke_micTetask
128 labiompS, wo! _lwpec_invoke_task_func
130 da iml, rew-1 1aki cmp%, lnl_hp_l;un;h_{ hrwad

Allccation ske ng

B v HOB0  nguesnt  nqueens_meseny_debug

“wTE 101 fermar [A,I0.A,T0,A) ngueans_memory_debugh nqueens - ngusens_ms
7@ call system_claock (time_starth nieeens_wemory_debugfmain

BO allocate (guesns{size)] labc.mo, 8! __libc_start_main

Bl tinitialize the queems array te 0 to avoid “unimitialized||nqueens_memory_debug!_start

B2 Fgusens w O
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Analyzing Memory Errors 2

1 The Summary window is the starting point for managing result data. It groups problems into
problem sets and then prioritizes the problem sets by severity and size.

2 Think of the Problems pane as a to-do list. Start at the top and work your way down. Try
viewing the problems in various problem sets by clicking the corresponding [ icon.

3 The Code Locations pane shows the code location summary, surrounding source code snippet,

call stack, and thread and timeline information for all code locations in one or all occurrences of
the problem(s) highlighted in the Problems pane.

Choose a Problem

When you are finished experimenting, double-click the data row for the Memory leak problem set to display
the Sources window, which provides more visibility into the cause of the error.

Key Terms

e Code location
e Problem

e Problem set
e Result

Interpret Result Data

I
To determine the cause of the detected memory error:

e Interpret Sources window pane tabs.
e Access more information on interpreting and resolving problems.

Interpret Sources Window Pane Tabs

21



2 Getting Started Tutorial: Analyzing Memory Errors

Ele Viw Hal

A LT IR L

00t K L)

Intel Inspector XE 2013

o b e s

snteger, allsearable :: quesss{:} - i .._,rrurrn;ﬁ._,.'.'-." ! = Py LHE €L T Tkt B0 50

TR E N4, e Moy, e bu g femain
e vo 81 kbe_stan, main
ngueena memory_debugl_san

integer, poimter, dimensionii) i correct_sslutism
integer :: nthreads = 1

| By default, OpenllP will use the mmber of corea for the

| maximem nmber of threads, [f you went to eet this manually,
| remowe the “11% {not the “1E"} from the lime below

1E 10 call omp_set_mm_threads(2)

| Following line will bs compiled enly if OpseMP smabled
1§ nthreads = _p_ur'r_p.n_'lh."lﬂ:lf]

allecateicorrect_selutisn{18)) :
correct_solution = {f 1,0.0,1,2.10, 4 40,82, 352, 724, 2080, 14200, 73712 3055890, 2770184 /

| Ger cemmand line angument
if (command_sigiment_comn®(} < 13 then
print *. “Beage: nqusene_memory[_debeg] boardiize”
sizge = 10
print *., “Using default size of 107
alse
eall ger_cosmand_argument (1, smding, avareimatar)
if (stat /= 0O) then
pramt *, “Invalid boardSize™
stap
and if
pend (eEdarg. *, L6ATAT=ETAT) EiEE
if (faeat Jm O} ,or, (size < 13} them

s, The Source tab shows the complete source surrounding one code location in the Memory leak
. problem: Allocation site.

The Allocation site code location represents the location from which the memory block was
allocated. Notice the source code corresponding to the Allocation site code location is

highlighted.
2 The Disassembly tab shows low-level operations for the Allocation site code location in the
- Memory leak problem.
.g The Call Stack tab shows the complete call stack for the Allocation site code location in the

Memory leak problem.

Use the /EI icons to expand/collapse source, disassembly, and call stack information for each
code location region in a problem.

Access More Information on Interpreting and Resolving Problems

1. Right-click anywhere in the Source or Disassembly tab.

2. Choose Explain Problem to display the Intel Inspector XE Help information for the Memory leak
problem type.

Key Terms

e Code location
e Problem
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Analyzing Memory Errors 2

Resolve Issue

2 To fix the detected memory error:

e Investigate the issue.
e Access an editor directly from the Intel Inspector XE.
e Change the source code.

Investigate the Issue

Scroll to near line 94. The embedded commenting in the nqueens memory.£90 sample file reveals the cause
of the Memory leak error: The deallocate call near line 95 that releases the memory is commented out.

Access an Editor

Double-click near line 94 in the Source tab to open the nqueens memory.£90 source file in an editor:

call system_clock (time_end, count_rate]
print 101, "Humber of solutionz: ", nrlfSolutionz
if (rr0fSolutions == correct_solution(zize+l)) then
print 101, "Correct Result!®
elze
print 101, "Incorrect Resultl"
end if

Hdeallocate the pointer to awoid a memory leak
ldeallocate (correct_solution)
contains

| Routine to print the board

subrouting print [queens)
implicit none
integer, intent{in) :: queenzi:)
integer :: row, col

do row=1,zize

Change the Source Code

1. Uncomment !deallocate (correct solution).
2. Save your edits.
3. Click the result tab to return to the Sources window.

NOTE The Sources window data is unchanged because it is a snapshot of the source code at the time
of analysis.

4. Click the Summary button to display the Summary window.
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Key Terms
Code location

Investigate Problem Using Interactive Debugging

I
Investigate a problem more deeply with an interactive debugging session during analysis.

e Launch an interactive debugging session.
e Display extended debugging commands.
e Stop the analysis and interactive debugging session.

Launch an Interactive Debugging Session

In the Problems pane on the Summary window, right-click the data row for the Uninitialized memory
access problem set to display a context menu, then choose Debug this problem to:

e Launch a new analysis, r001mi2, with the same configuration settings used to create the ro00mi2
result, except the analysis is optimized to detect only the Uninitialized memory access problem.

e Halt application execution and open a debugging session when the Intel Inspector XE detects the first
occurrence of the Uninitialized memory access problem.

it gdb =)

B

Reading symbolz from . fmaueenz_fortrandngueens_memory_debug, , .d
ane,

(0000000000401 fEb in nqueens_IP_setqueen_ I

1: Stopped at uninitialized read
(gdb) Elp

The debugger displays problem breakpoint information in a prob-brk-id: prob_brk_desc format, where:

e prob-brk-id is a debugger-assigned integer value that identifies the problem breakpoint.
e prob-brk-desc is a short problem description.

NOTE Do not confuse the prob-brk-id values assigned by the debugger with problem IDs prefaced
with the letter P in the Intel Inspector XE result data.
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Display Extended Debugging Commands

During the interactive debugging session, use the normal debugger actions to examine memory and other
state information, set code breakpoints, and continue execution. Only the use of data breakpoints is not
supported.

Intel Inspector XE also offers a set of command extensions to use within an interactive debugging session
during analysis. Type monitor help to view a list applicable to memory error analyses:

EEEES - 2 e

Reading symbols from fnoueenz_fortrandngueens_memory_debug, , .d
ane.,

(0000000000401 FER in nqueens_IP_setqueen_ )

1: Stopped at uninitialized read

(gdb) monitor help

Intel(R) Inzpector XE Debug Commands for Memary Checking:

ba | begin-analysis
Turn on analyzisz and problem reporting, Use after starting execution with
analysis dizabled,
zlp | show-last-problem
Re-dizplay the lazt praoblem breaskpoint encountered,
zpb | szhow-problem-breakpoints
Dizplay list of problem breakpoints with problem breakpoint IDs,
deb | dizable-problem—breakpoint <prob-brk-id:
Do not stop again at the problem with the given problem breakpoint 1T,
epb | enable-problem—breakpoint <prob-brk-idx
( ?eErme stopping at the problem with the giwven problem breakpoint ID,
qdb

Stop the Analysis and Interactive Debugging Session

When you are finished experimenting in the debugger workspace, stop both the interactive debugging
session and the analysis:

1. Return to the Intel Inspector XE window. Notice the new, still-running, r001mi2 result.
2. Click the Stop button on the Intel Inspector XE Command toolbar.

When finalization is complete, the Intel Inspector XE displays a Summary window for the new r001mi2
result that contains only the Uninitialized memory access problem.

ﬂ TIP Intel Inspector XE automatically adjusts the debugging session analysis to return to the
Uninitialized memory access problem more quickly; however the analysis adjustments do not
correspond to individual problem types. Consequently, the Intel Inspector XE may detect and report
additional problems, but it will break only for the Uninitialized memory access problem.

Key Terms

e Problem
e Problem breakpoint
e Problem set
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2 Getting Started Tutorial: Analyzing Memory Errors

Rebuild and Rerun Analysis

I

To check if your edits resolved the Memory leak problem:
e Rebuild the application with your edited source code.

e Rerun the analysis.

Rebuild the Application

In another terminal session, type make nqueens memory debug in the nqueens fortran/ directory.

Rerun the Analysis

To run another analysis of the same analysis type: In the Intel Inspector XE GUI, choose File > New >
Memory Error Analysis / Detect Memory Problems.

The Summary window automatically displays after analysis (both collection and finalization) completes
successfully:

Ele View Hel

A M TE ML

O0OmE | OOImE | r0OdmiZ (E s

Intel Inspector XE 2013

Saverity
Usinitialived memory aceess nquesni_meman 00 ngueeni_memory_debug Emt 1 Bemix)
Moy not dealscaed rausens_memony B0 nqueens_memor_debug Waming 1 Bemis)

Problam

Memary nel dealocased 1 memis)
Uninimkesd b fofy Sioeii 1 memi)
Soune

PFLEE TR Tty B0 2 memis)
klodule

TRFLFER N, T Ty, e g 2 Bemis)
St

Muw 1 Bemisi
Mat fmed 1 Bemis)

1) velr b |an |}

Descrigton | Soure [Funcion | modue

Read fquEsE N 0128 e mamery_debug
128 nguesns_semory_debugl setqesen = ngussns_s
127 | Make copy of quesns array nquesns_memory_ debug! nguesns_1F_solve_§ o
128 lcl_quesne = quesms libiomph, po! _kmp_invoke microtack
120 1ib ln-pi.1n'_l;-]:r_:m'nkl_lqlh_Funr
130 ds iml, pew-1 libssmps. el __lmp_Ffark_call

Alcation tbe nquesns_memon DBI  Aqueens FyLEE fich_ T sy _ e b
78 101 formar A, IO, A, IO, A nussns_memory_dsbugl nquesns - nguesns_me
78 call system_cleck (tims_start) nquesns memory, debug ! main

B0 allscate {(quesmei{size}} Llibg, wo. 61 _libc_start_main

Bl tinieialize the qusens array to 0 to aveid “mminitialized| |nquesme_memory_debug)_stare

B2  Mquesns = O

Notice the Intel Inspector XE:

e Created a new result tab: ro002miz2.
e No longer detects the Memory leak problem.

Key Terms

Analysis
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Summary

I3 This tutorial demonstrated an end-to-end workflow you can ultimately apply to your own applications.

Step

Tutorial Recap

Key Tutorial Take-aways

1. Set up

You built and ensured the
application runs on your system
outside the Intel Inspector XE, and
created a project to hold analysis
results.

Applications compiled and linked in debug
mode using the following options produce the
most accurate and complete analysis results:
-debug, -00, -shared-intel, and -
check:none.

2. Collect resuit

You chose an analysis type and ran
an analysis. During analysis, the
Intel Inspector XE:

e Ran the application, identified
errors that may need handling,
collected a result, and displayed
the result in a result tab.

e Added a pointer to the result in
the Project Navigator.

e Intel Inspector XE offers preset analysis
types to help you control analysis scope
and cost. Widening analysis scope
maximizes the load on the system, and the
time and resources required to perform the
analysis.

* Run error analyses from the File menu,
toolbar, or command line using the
inspxe-cl command.

3. Investigate
result

You explored detected problems,
interpreted the result data,
accessed an editor directly from
the Intel Inspector XE, and
changed source code. You also
investigated a problem using
interactive debugging.

e Key terms: A code location is a fact the
Intel Inspector XE observes at a source
code location. A problem is one or more
occurrences of a detected issue. A problem
set is a group of problems with a common
problem type and a shared code location
that might share a common solution.

¢ Think of the Problems pane on the
Summary window as a to-do list: Start at
the top and work your way down.

* Double-click a code location or problem on
the Summary window to navigate to the
Sources window. Click the Summary
button on the Sources window to return
to the Summary window.

* Right-click various places on the
Summary or Sources window to display a
context menu, then choose Explain
Problem to access more information on
interpreting and resolving the problem.

* Double-click a code location on the
Sources window to open an editor.

¢ Right-click a problem, then choose Debug
This Problem to launch an interactive
debugging session.

4. Check your
work

You recompiled, relinked, and
reinspected the application.
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3 Getting Started Tutorial: Analyzing Memory Errors

Next step: Prepare your own application(s) for analysis. Then use the Intel Inspector XE to find and fix
errors.
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Key Terms

The following terms are used throughout this tutorial.
analysis: A process during which the Intel Inspector XE performs collection and finalization.

code location: A fact the Intel Inspector XE observes at a source code location, such as a write code
location. Previously called an observation.

collection: A process during which the Intel Inspector XE executes an application, identifies issues that may
need handling, and collects those issues in a result.

false positive: A reported error that is not an error.

finalization: A process during which the Intel Inspector XE uses debug information from binary files to
convert symbol information into filenames and line numbers, performs duplicate elimination (if requested),
and forms problem sets.

problem: One or more occurrences of a detected issue, such as an uninitialized memory access. Multiple
occurrences have the same call stack but a different thread or timestamp. You can view information for a
problem as well as for each occurrence.

problem breakpoint: A breakpoint that halts execution when a memory or threading analysis detects a
problem. In a Linux* debugger, a problem breakpoint is indicated by display of source line information, a
unique problem breakpoint ID, and a short problem description.

problem set: A group of problems with a common problem type and a shared code location that might
share a common solution, such as a problem set resulting from deallocating an object too early during
program execution. You can view problem sets only after analysis is complete.

project: A compiled application; a collection of configurable attributes, including suppression rules and
search directories; and a container for analysis results.

result: A collection of issues that may need handling.

target: An application the Intel Inspector XE inspects for errors.
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