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Volume Overview

This manual describes the structure, operation, and functions of Intel® Integrated Performance Primitives (Intel®
IPP) for cryptography. The manual provides a background for cryptography concepts used in the Intel IPP software
as well as detailed description of the respective Intel IPP functions. The Intel IPP functions are combined in groups
by their functionality. Each group of functions is described in a separate chapter.

For more information about cryptographic concepts and algorithms, refer to the books and materials listed in
the Bibliography.

What's New

This Reference Manual documents Intel® Integrated Performance Primitives 7.0 Update 7.
The document contains bugfixes of the documentation for RSA Signature Schemes.

Notational Conventions

The code and syntax used in this manual for function and variable declarations are written in the ANSI C style.
However, versions of Intel IPP for different processors or operating systems may, of necessity, vary slightly.

Optimization Notice

Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations
that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3 instruction
sets and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any
optimization on microprocessors not manufactured by Intel. Microprocessor-dependent optimizations in this
product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel
microarchitecture are reserved for Intel microprocessors. Please refer to the applicable product User and
Reference Guides for more information regarding the specific instruction sets covered by this notice.

Notice revision #20110804

In this manual, notational conventions include:

e Fonts used for distinction between the text and the code
e Naming conventions for different items.

Font Conventions

The following font conventions are used throughout this manual:

21



1 Intel® Integrated Performance Primitives Reference Manual, Volume 4: Cryptography

This type style Mixed with the uppercase in function names, code examples, and
call statements, for example, i ppsAdd_BNU.
This type style Parameters in function prototype parameters and parameters

description, for example, pCt x, pSr cMesg.

Naming Conventions
The naming conventions for different items are the same as used by the Intel IPP software.

e All names of the functions used for cryptographic operations have the ipps prefix. In code examples, you
can distinguish the Intel IPP interface functions from the application functions by this prefix.

NOTE. In this manual, each function is introduced by its short name (without the ipps prefix and
descriptors) and a brief description of its purpose.

The ipps prefix in function names is always used in code examples and function prototypes. In the
text, this prefix is omitted when referring to the function group.

e Each new part of a function name starts with an uppercase character, without underscore, for example,
ippsDESInit.

Basic Features

Like other members of Intel® Performance Libraries, Intel Integrated Performance Primitives is a collection of
high-performance code that performs domain-specific operations. It is distinguished by providing a low-level,
stateless interface.

Based on experience in developing and using Intel Performance Libraries, Intel IPP has the following major
distinctive features:

e Intel IPP provides basic low-level functions for creating applications in several different domains, such as
signal processing, image and video processing, operations on small matrices, and cryptography applications.

e Intel IPP functions follow the same interface conventions, including uniform naming conventions and similar
composition of prototypes for primitives that refer to different application domains.

e Intel IPP functions use an abstraction level which is best suited to achieve superior performance figures by
the application programs.

To speed up the performance, Intel IPP functions are optimized to use all benefits of Intel® architecture processors.
Besides this, most of Intel IPP functions do not use complicated data structures, which helps reduce overall
execution overhead.

Intel IPP is well-suited for cross-platform applications. For example, functions developed for the IA-32 architecture
can be readily ported to the Intel® 64 architecture-based platform. In addition, each Intel IPP function has its
reference code written in ANSI C, which clearly presents the algorithm used and provides for compatibility with
different operating systems.
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Optimization Notice

Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations
that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3 instruction
sets and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any
optimization on microprocessors not manufactured by Intel. Microprocessor-dependent optimizations in this
product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel
microarchitecture are reserved for Intel microprocessors. Please refer to the applicable product User and
Reference Guides for more information regarding the specific instruction sets covered by this notice.

Notice revision #20110804
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Symmetric Cryptography Primitive
Functions

In the context of secure data communication, symmetric cryptography primitive functions protect messages
transferred over open communication media by offering adequate security strength to meet application security
requirement, as well as algorithmic efficiency to enable secure communication in real time.

Intel® Integrated Performance Primitives (Intel® IPP) for cryptography offer operations using the following
symmetric cryptography algorithms:

e Block ciphers: DES, Triple DES (TDES) [FIPS PUB 46-3], Rijndael [AES], including AES-CCM [NIST SP 800-38C]

and AES-GCM [NIST SP 800-38D], Twofish [TF], Blowfish [BF], and RC5* [RC5]

e Stream ciphers: ARCFour [AC], producing the same encryption/decryption as the RC4* proprietary cipher of
RSA Security Inc.

Block Cipher Modes of Operation

Most of Symmetric Cryptography Algorithms implemented in Intel IPP are Block Ciphers, which operate on data
blocks of the fixed size. Block Ciphers encrypt a plaintext block into a ciphertext block or decrypts a ciphertext
block into a plaintext block. The size of the data blocks depends on the specific algorithm. Table “"Block Sizes in
Symmetric Algorithms” shows the correspondence between Block Ciphers applied and their data block size.

Block Sizes in Symmetric Algorithms

Block Cipher Name Data Block Size (bits)
DES 64

TDES 64

Rijndael128 128

Rijndael192 192

Rijndael256 256

Twofish 128

Blowfish 64

RC5 64 or 128

Block Cipher modes of executing the operation of encryption/decryption are applied in practice more frequently
than “pure” Block Ciphers. On one hand, the modes enable you to process arbitrary length data stream. On the
other hand, they provide additional security strength.

Intel IPP for cryptography supports five widely used modes, as specified in [NIST SP 800-38A]:

e Electronic Code Book (ECB) mode
e Cipher Block Chain (CBC) mode

e Cipher Feedback (CFB) mode

e Output Feedback (OFB) mode

e Counter (CTR) mode.
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NOTE. For simplicity and consistency, the mathematical expression and pseudocode in this chapter
describes the behaviour of each function.

The cryptographic functions described in this chapter require the application to specify both the plaintext message
and the ciphertext message lengths as multiples of block size of the respective algorithm (see Table "Block Sizes
in Symmetric Algorithms”). To meet this requirement in ciphering the message, the application may use any
padding scheme, for example, the scheme defined in [PKCS7]. In case padding is used, the application is
responsible for correct interpretation and processing of the last deciphered message block. So of the three
padding schemes available for earlier releases,

typedef enum {
NONE = 0, IppsCPPaddingNONE = 0
PKCS7 = 1, IppsCPPaddingPKCS7
ZEROS = 2, IppsCPPaddingZEROS
} IppsCPPadding;

i,
2

only IppsCPPaddingNONE remains acceptable.

DES/TDES Functions

Data Encryption Standard (DES) is a well-known symmetric cipher and also the first modern commercial-grade
algorithm with open and fully specified implementation details. DES consists of a Feistel network iterated 16
times with the block size of 64 bits and the effective key size of 56 bits.

Triple Data Encryption Standard (TDES) is a revised symmetric algorithm scheme built on the DES system. TDES
encryption process includes three consecutive DES operations in the encryption, decryption, and encryption
(E-D-E) sequence again in accordance with the American standard FIPS 46-3.

Although the functions that support TDES operations require three sets of round keys, the functions can operate
under TDES cipher system with a two-set round keys by simply setting the third set of round keys to be the
same as the first set.

You can use the functions described in this section for performing various operational modes under the DES/TDES
cipher systems.

Table “Intel IPP DES/TDES Functions” lists Intel IPP DES/TDES functions:
Intel IPP DES/TDES Functions

Function Base Name Operation

DES Functions

DESGetSize Gets the size of the IppSDESSpec context.

DESInit Initializes user-supplied memory as IppSDESSpec context for future use.
DESPack, DESUnpack Packs/unpacks the IppsDESSpec context into/from a user-defined buffer.
DESEncryptECB Encrypts a variable length data stream in the ECB mode.
DESDecryptECB Decrypts a variable length data stream in the ECB mode.
DESEncryptCBC Encrypts a variable length data stream in the CBC mode.
DESDecryptCBC Decrypts a variable length data stream in the CBC mode.
DESEncryptCFB Encrypts a variable length data stream in the CFB mode.
DESDecryptCFB Decrypts a variable length data stream in the CFB mode.
DESEncryptOFB Encrypts a variable length data stream in the OFB mode.
DESDecryptOFB Decrypts a variable length data stream in the OFB mode.
DESEncryptCTR Encrypts a variable length data stream in the CTR mode.
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Function Base Name Operation
DESDecryptCTR Decrypts a variable length data stream in the CTR mode.
TDES Functions
TDESEncryptECB Encrypts variable length data stream in the ECB mode.
TDESDecryptECB Decrypts variable length data stream in the ECB mode.
TDESEncryptCBC Encrypts variable length data stream in the CBC mode.
TDESDecryptCBC Decrypts variable length data stream in the CBC mode.
TDESEncryptCFB Encrypts variable length data stream in the CFB mode.
TDESDecryptCFB Decrypts variable length data stream in the CFB mode.
TDESEncryptOFB Encrypts variable length data stream in the OFB mode.
TDESDecryptOFB Decrypts variable length data stream in the OFB mode.
TDESEncryptCTR Encrypts a variable length data stream in the CTR mode.
TDESDecryptCTR Decrypts a variable length data stream in the CTR mode.
NOTE. Intel IPP functions for cryptography operations do not allocate memory internally. The

function GetSize does not require allocated memory. You need to call the function GetSize to
find out how much available memory you need to have to work with the selected algorithm and
after that you call the initialization function to create a memory buffer and initialize it.

Intel IPP for cryptography supports ECB, CBC, CFB, and CTR modes. You can tell which algorithm a given function
supports from the function base name, for example, the function DESEncryptECB operates under the ECB mode
for DES encryption and the function TDESEncryptECB operates under the ECB mode under the TDES scheme.

The encryption functions DESEncryptCBC and TDESEncryptCBC operate under the CBC mode using their
respective cipher scheme and require to have an initialization vector i v. Since there exists a number of ways to
initialize the initialization vector i v, you should remember which of these ways you used to be able to decrypt
the message when needed.

Functions DESEncryptCFB and TDESEncryptCFB operate under CFB mode for encryption using their respective
cipher scheme, both require having the initialization vector pl V, and CFB block size cf bBI kSi ze.

All functions described in this section use the context IppsDESSpec to serve as an operational vehicle that carries
a set of round keys.

The application code for conducting a typical encryption under CBC mode using the TDES scheme must perform
the following sequence of operations:

1. Get the size required to configure the context IppsDESSpec by calling the function DESGetSize.

2. Call operating system memory allocation service function to allocate three buffers whose sizes are not less
than the one specified by the function DESGetSize. Initialize pointers to contexts pCt x1, pCt x2, and pCt x3
by calling the function DESInit three times, each with the allocated buffer and the respective DES key.

3. Specify the initialization vector and then call the function TDESEncryptCBC to encrypt the input data stream
under CBC mode using TDES scheme.

4. Free the memory allocated to the buffer once TDES encryption under the CBC mode has been completed and
the data structures allocated for set of round keys are no longer required.

NOTE. Similar procedure can be applied for ECB, CFB, and CTR mode operation.
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The IppsDESSpec context is position-dependent. The DESpack/DESUnpack functions transform the
position-dependent context to a position-independent form and vice versa.

DESGetSize

Gets the size of the 1ppsDESSpec context.

Syntax
IppStatus ippsDESGetSize(int* pSize);

Parameters

pSi ze Pointer to the IppsDESSpec context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsDESSpec context size in bytes and stores
itin*pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
DESInit

Initializes user-supplied memory as the 1ppsDESSpec
context for future use.

Syntax

IppStatus ippsDESInit(const lpp8u* pKey, IppsDESSpec* pCtx);
Parameters

pKey Pointer to the DES key.

pCt x Pointer to the IppsDESSpec context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as 1ppsDESSpec
context. In addition, the function uses the key to provide all necessary key material for both encryption and
decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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DESPack, DESUnpack

Packs/unpacks the 1ppsDESSpec context into/from a
user-defined buffer.

Syntax
IppStatus ippsDESPack (const IppsDESSpec* pCix, lpp8u* pBuffer);
IppStatus ippsDESUnpack (const Ipp8u* pBuffer, IppsDESSpec* pCtx);

Parameters

pCt x Pointer to the IppsDESSpec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The DESPack function transforms the * pCt x context to a
position-independent form and stores it in the * pBuf f er buffer. The DESUnpack function performs the inverse
operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsDESSpec context. The
DESPack and DESUnpack functions enable replacing the position-dependent IppsDESSpec context in the memory.

Call the DESGetSize function prior to DESPack/DESUnpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
DESEncrypteECB

Encrypts a variable length data stream in the ECB mode.

Syntax

IppStatus ippsDESEncryptECB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const IppsDESSpec*
pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the DECSpec context.

paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESDecrypteCB

Decrypts a variable length data stream in the ECB mode.

Syntax

IppStatus ippsDESDecryptECB(const Ipp8u* pSrc, lpp8u* pDst, int srclen, const IppsDESSpec*
pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsDESSpec context.

paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.
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DESENncryptCBC

Encrypts a variable length data stream in the CBC mode.

Syntax

IppStatus ippsDESEncryptCBC(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const IppsDESSpec*
pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the IppsDESSpec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srclen is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESDecryptCBC

Decrypts a variable length data stream in the CBC mode.

Syntax

IppStatus ippsDESDecryptCBC(const Ipp8u* pSrc, lpp8u* pDst, int srclen, const IppsDESSpec*
pCt x, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters
pSrc Pointer to the input ciphertext data stream.
pDst Pointer to the resulting plaintext data stream of the variable

length.
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srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsDESSpec context.

pl Vv Pointer to the initialization vector for CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

DESEncryptCFB

Encrypts a variable length data stream in the CFB mode.

Syntax

IppStatus ippsDESEncryptCFB(const Ipp8u* pSrc, Ipp8u* pDst, int srcLen, int cfbBl kSi ze,
const IppsDESSpec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsDESSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
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ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsuUnderRunErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESDecryptCFB

Decrypts a variable length data stream in the CFB mode.

Syntax

IppStatus ippsDESDecryptCFB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, int cfbBl kSize,
const IppsDESSpec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBI kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsDESSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcLen is not divisible by cipher
block size.
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DESEncryptOFB

Encrypts a variable length data stream according to the
DES algorithm in the OFB mode.

Syntax

IppStatus ippsDESEncryptOFB (const Ipp8u* pSrc, Ipp8u* pDst, int srclen, int of bBl kSi ze,
const IppsDESSpec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESDecryptOFB

Decrypts a variable length data stream according to the
DES algorithm in the OFB mode.

Syntax

IppStatus ippsDESDecryptOFB (const Ipp8u* pSrc, lpp8u* pDst, int srclen, int of bBl kSi ze,
const lppsDESSpec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
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pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsDESSpec context.

plVv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESENncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsDESEncryptCTR(const Ipp8u* pSrc, lpp8u* pDst, int srcLen, const lppsDESSpec*
pCt x, Ipp8u*pCtrVal ue, Int ctrNunBitSize) ;

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsDESSpec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CTR mode as specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

DESDecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsDESDecryptCTR(const Ipp8u* pSrc, lpp8u* pDst, int srcLen, const IppsDESSpec*
pCtx, Ipp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable
length.

srclen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsDESSpec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBitSize Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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TDESENcrypteECB

Encrypts variable length data stream in ECB mode.

Syntax

IppStatus ippsTDESEncryptECB(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCtx2, const IppsDESSpec * pCtx3, IppsCPPadding paddi ng);

Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of supplied round
keys in the ECB mode. The function returns the ciphertext result.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if the input data stream length i s not
divisible by cipher block size .

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TDESDecrypteCB

Decrypts variable length data stream in the ECB mode.

Syntax

IppStatus ippsTDESDecryptECB(const lpp8u *pSrc, Ipp8u *pDst, int srclen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCtx2, const IppsDESSpec * pCtx3, IppsCPPadding paddi ng);

Parameters

pSrc Input ciphertext data stream of variable length.
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pDst Resulting plaintext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of supplied round
keys in the ECB mode. The function returns the ciphertext result and validates the final plaintext block.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the decrypted plaintext data stream
length is less than or equal to zero.

ippStsuUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

TDESENcryptCBC

Encrypts variable length data stream in the CBC mode.

Syntax

IppStatus ippsTDESEncryptCBC(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCt x2, const lppsDESSpec * pCtx3, const Ipp8u *plV, IppsCPPadding
paddi ng);

Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

plVv Initialization vector for TDES CBC mode operation.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng IppsCPPaddingNONE padding scheme.
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of the supplied
round keys in the Cipher Block Chaining (CBC) mode with the initialization vector. The function returns the
ciphertext result.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunkErr Indicates an error condition if the input data stream length is not
divisible by cipher block size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TDESDecryptCBC

Decrypts variable length data stream in the CBC mode.

Syntax

IppStatus ippsTDESDecryptCBC(const lpp8u *pSrc, Ipp8u *pDst, int srclen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCt x2, const IppsDESSpec * pCt x3, const Ipp8u *plV, IppsCPPadding
paddi ng);

Parameters

pSrc Input ciphertext data stream of a variable length.

pDst Resulting plaintext data stream.

pl Vv Initialization vector for TDES CBC mode operation.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of the supplied
round keys in the Cipher Block Chaining (CBC) mode with the initialization vector. The function returns the
ciphertext result and validates the final plaintext block.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the decrypted plaintext data stream
length is less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

TDESENncryptCFB

Encrypts variable length data stream in the CFB mode.

Syntax

IppStatus ippsTDESEncryptCFB(const Ipp8u *pSrc, lpp8u *pDst, int srclen, int cfbBl kSize,

const IppsDESSpec *pCt x1, const IppsDESSpec * pCt x2, const IppsDESSpec *pCt x3, const Ipp8u
*pl V, lIppsCPPadding paddi ng);

Parameters

pSrc Input plaintext data stream of variable length.

pDst Resulting ciphertext data stream.

pl Vv Initialization vector for TDES CFB mode operation.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
cfbBI kSi ze CFB block size in bytes.

paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of the supplied

round keys in the Cipher Feedback (CFB) mode with the initialization vector. The function returns the ciphertext
result.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunkErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TDESDecryptCFB

Decrypts variable length data stream in the CFB mode.

Syntax

IppStatus ippsTDESDecryptCFB(const Ipp8u *pSrc, lpp8u *pDst, int srclen, int cfbBl kSize,
const IppsDESSpec *pCt x1, const IppsDESSpec * pCt x2, const IppsDESSpec *pCt x3, const Ipp8u
*pl V, IppsCPPadding paddi ng);

Parameters

pSrc Input ciphertext data stream of variable length.

pDst Resulting plaintext data stream.

pl Vv Initialization vector for TDES CFB mode operation.

srclen Ciphertext data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
cfbBl kSi ze CFB block size in bytes.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A]. The function uses three sets of the supplied
round keys in the Cipher Feedback (CFB) mode with the initialization vector. The function returns the ciphertext
result and validates the final plaintext block.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the decrypted plaintext data stream
length is less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBI kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcLen is not divisible by cipher
block size.
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TDESENcryptOFB

Encrypts a variable length data stream according to the
TDES algorithm in the OFB mode.

Syntax

IppStatus 1ppsTDESEncryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int of bBl kSi ze,
const IppsDESSpec *pCtx1, const lppsDESSpec * pCtx2, const IppsDESSpec *pCtx3, I1pp8u*
pIV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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TDESDecryptOFB

Decrypts a variable length data stream according to the
TDES algorithm in the OFB mode.

Syntax

IppStatus ippsTDESDecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int of bBl kSi ze,
const IppsDESSpec *pCtx1, const lppsDESSpec * pCtx2, const IppsDESSpec *pCtx3, I1pp8u*
pIV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.

pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
pCt x3 Third set of round keys scheduled for TDES internal operations.
pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TDESEncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsTDESEncryptCTR(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCtx2, const IppsDESSpec *pCt x3, Ipp8u *pCtrVal ue, iInt
ctrNunBit Si ze);
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Parameters

pSrc Input plaintext data stream of a variable length.

pDst Resulting ciphertext data stream.

srclen Input data stream length in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.

pCt x2 Second set of round keys scheduled for TDES internal operations.

pCt x3 Third set of round keys scheduled for TDES internal operations.

pCt r Val ue Counter.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in the [NIST SP 800-38A] recommendation. The function uses three
sets of the supplied round keys. The standard incrementing function is applied to increment counter value. The
function returns the ciphertext result.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
that or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TDESDecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsTDESDecryptCTR(const Ipp8u *pSrc, Ipp8u *pDst, int srcLen, const IppsDESSpec
*pCt x1, const IppsDESSpec *pCtx2, const IppsDESSpec *pCt x3, Ipp8u *pCtirVal ue, iInt
ctrNunBit Si ze);

Parameters

pSrc Input ciphertext data stream of a variable length.

pDst Resulting plaintext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x1 First set of round keys scheduled for TDES internal operations.
pCt x2 Second set of round keys scheduled for TDES internal operations.
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pCt x3
pCtrVal ue
ctrNunBi t Si ze

Description

Third set of round keys scheduled for TDES internal operations.
Counter.

Number of bits in the specific part of the counter to be
incremented.

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the cipher scheme specified in the [NIST SP 800-38A] recommendation. The function uses three

sets of the supplied round keys. The standard incrementing function is applied to increment value of counter.
The function returns the ciphertext result.

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsCTRSizeErr

ippStsContextMatchErr

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the descrypted plaintext data stream
length is less that or equal to zero.

Indicates an error condition if the value of the ctr NunBi t Si ze is
illegal.

Indicates an error condition if the context parameter does not
match the operation.
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Example of Using DES/TDES Functions

DES/TDES Encryption and Decryption
// use of the ECB mode

void DES_sample(void){
// size of the DES algorithm block is equal to 8

const int desBlkSize = 8;

// get size of the context needed for the encryption/decryption operation
int ctxSize;

ippsDESGetSize(&ctxSize);

// and allocate one

IppsDESSpec* pCtx = (IppsDESSpec*)( new Ipp8u [ctxSize] );

// define the key

Ipp8u key[] = {0x01,0x2,0x3,0x4,0x5,0x6,0x7,0x8};

// and prepare the context for the DES usage
ippsDESInit(key, pCtx);

// define the message to be encrypted

Ipp8u ptext[] = {"quick brown fox jupm over lazy dog'};

// allocate enough memory for the ciphertext
// note that
// the size of ciphertext is always multiple of cipher block size
Ipp8u ctext[(sizeof(ptext)+desBIkSize-1) &~(desBIkSize-1)];
// encrypt (ECB mode) ptext message
// pay attention to the "length" parameter
// it defines the number of bytes to be encrypted
ippsDESEncryptECB(ptext, ctext, sizeof(ctext),
pCtx,
IppsCPPaddingNONE) ;
// allocate memory for the decrypted message
Ipp8u rtext[sizeof(ctext)];
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// decrypt (ECB mode) ctext message
// pay attention to the "length® parameter
// it defines the number of bytes to be decrypted
ippsDESDecryptECB(ctext, rtext, sizeof(ctext),
pCtx,
IppsCPPaddingNONE) ;
delete (Ipp8u*)pCtx;

Rijndael Functions

Rijndael cipher scheme is an iterated block cipher with a variable block size and a variable key length. You can
independently specify the lengths of the data block and the key as 128, 192, or 256 bits.

This section describes the functions operating in various operational modes under the various Rijndael cipher
systems. The functions in this section are categorized by their data block sizes of the baseline Rijndael cipher
functions:

e Rijndael128 refers to the Rijndael cipher scheme with 128-bit data block size
e Rijndael192 refers to the Rijndael cipher scheme with 192-bit data block size
e Rijndael256 refers to the Rijndael cipher scheme with 256-bit data block size.

To specify the key length for these baseline Rijndael cipher schemes, all the functions in this section use the
following enumeration

typedef enum {

IppsRijndaelKeyl128 = 128, // 128-bit key
IppsRijndaelKey192 = 192, // 192-bit key
IppsRijndaelKey256 = 256, // 256-bit key
} IppsRijndaelKeylLength;

The functions for Rijndael128 with the 128-bit key length described in this section are, in fact, American Encryption
Standard (AES) cipher functions implemented in the way to comply with the American Standard FIPS 197. All
other functions for various other Rijndael block cipher schemes fully comply to the respective cipher schemes
documented by Joan Daeman and Vincent Rijmen.

Table “Intel IPP Rijndael Algorithm Functions” lists Intel IPP Rijndael functions:

Intel IPP Rijndael Algorithm Functions
Function Base Name Operation
Rijndael128GetSize

Gets the size of the IppsRijndael128Spec context.

Rijndaell128Init, SafeRijn-

dael128Init Initialize user-supplied memory as IppsRi jndael128Spec context

for future use.

Rijndael128Pack, Rijndaell28Unpack Packs/unpacks the IppsRijndael128Spec context into/from a

user-defined buffer.
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Function Base Name

Operation

Rijndael128EncryptECB

Rijndael128DecryptECB

Rijndael128EncryptCBC

Rijndael128DecryptCBC

Rijndael128EncryptCFB

Rijndael128DecryptCFB

Rijndael128EncryptOFB

Rijndael128DecryptOFB

Rijndael128EncryptCTR

Rijndael128DecryptCTR

Rijndael128EncryptCCM

Rijndael128DecryptCCM

Rijndael128EncryptCCM_u8

Rijndael128DecryptCCM_u8

Rijndael192GetSize
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Encrypts plaintext message using Rijndael128 algorithm in the
ECB encryption mode.

Decrypts byte data stream using Rijndael128 algorithm in the
ECB mode.

Encrypts byte data stream according to Rijndael128 in the CBC
mode.

Decrypts byte data stream according to Rijndael128 in the CBC
mode.

Encrypts byte data stream according to Rijndaell128 in the CFB
mode.

Decrypts byte data stream according to Rijndael128 in the CFB
mode.

Encrypts byte data stream according to Rijndael128 in the OFB
mode.

Decrypts byte data stream according to Rijndael128 in the OFB
mode.

Encrypts a variable length data stream according to Rijndael128
in the CTR mode.

Decrypts a variable length data stream according to Rijndael128
in the CTR mode.

DEPRECATED. Use Ri jndael128CCMEncryptMessage instead of
this function.

Encrypts a variable length data stream and generates its
authentication tag in the CCM mode.

DEPRECATED. Use Ri jndael128CCMDecryptMessage instead of
this function.

Decrypts and verifies a variable length data stream in the CCM
mode.

DEPRECATED. Use Ri jndael128CCMEncryptMessage instead of
this function.

Encrypts a variable length data stream and generates its
authentication tag in the CCM mode using enhanced interface.
DEPRECATED. Use Ri jndael128CCMDecryptMessage instead of
this function.

Decrypts and verifies a variable length data stream in the CCM
mode using enhanced interface.

Gets the size of the IppsRijndael192Spec context.
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Function Base Name

Operation

Rijndaell192Init

Rijndaell192Pack, Rijndaell192Unpack

Rijndael192EncryptECB

Rijndael192DecryptECB

Rijndael192EncryptCBC

Rijndael192DecryptCBC

Rijndael192EncryptCFB

Rijndael192DecryptCFB

Rijndael192EncryptOFB

Rijndael192DecryptOFB

Rijndael192EncryptCTR

Rijndael192DecryptCTR

Rijndael256GetSize

Rijndael2561Init

Rijndael256Pack, Rijndael256Unpack

Ri jndael256EncryptECB

Rijndael256DecryptECB

Rijndael256EncryptCBC

Initializes user-supplied memory as IppsRijndael192Spec context
for future use.

Packs/unpacks the IppsRijndael192Spec context into/from a
user-defined buffer.

Encrypts plaintext message using Rijndael192 algorithm in the
ECB encryption mode.

Decrypts byte data stream using Rijndael192 algorithm in the
ECB mode.

Encrypts byte data stream according to Rijndael192 in the CBC
mode.

Decrypts byte data stream according to Rijndael192 in the CBC
mode.

Encrypts byte data stream according to Rijndael192 in the CFB
mode.

Decrypts byte data stream according to Rijndael192 in the CFB
mode.

Encrypts byte data stream according to Rijndael192 in the OFB
mode.

Decrypts byte data stream according to Rijndaell192 in the OFB
mode.

Encrypts a variable length data stream according to Rijndael192
in the CTR mode.

Decrypts a variable length data stream according to Rijndael192
in the CTR mode.

Gets the size of the IppsRi jndael256Spec context.

Initializes user-supplied memory as IppsRijndael256Spec
context for future use.

Packs/unpacks the IppsRijndael256Spec context into/from a
user-defined buffer.

Encrypts plaintext message using Rijndael256 algorithm in the
ECB encryption mode.

Decrypts byte data stream using Rijndael256 algorithm in the
ECB mode.

Encrypts byte data stream according to Rijndael256 in the CBC
mode.
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Function Base Name Operation
Rijndael256DecryptCBC

Decrypts byte data stream according to Rijndael256 in the CBC
mode.

Rijndael256EncryptCFB Encrypts byte data stream according to Rijndael256 in the CFB
mode.

Rijndael256DecryptCrs Decrypts byte data stream according to Rijndael256 in the CFB
mode.

Rijndael256EncryptOFB Encrypts byte data stream according to Rijndael256 in the OFB
mode.

Rijndael256DecryptoFB Decrypts byte data stream according to Rijndael256 in the OFB
mode.

Rijndael256EncryptCTR Encrypts a variable length data stream according to Rijndael256
in the CTR mode.

Rijndael256DecryptCTR Decrypts a variable length data stream according to Rijndael256
in the CTR mode.

! Obsolete. Use AES-CCM Functions.

Throughout this section, the functions for Rijndael128 baseline cipher schemes employ the context
IppsRijndael128Spec, the functions for Rijndael192 baseline cipher schemes employ the context
IppsRijndael192Spec, and the functions for Rijndael256 baseline cipher schemes employ the context
IppsRijndael256Spec. They serve as operational vehicles to carry not only a set of round keys and a set of
round inverse keys at the same time, but also the key management information.

Once the respective initialization function generates the round keys, the functions for ECB, CBC, CFB, and other
modes are ready for the execution of either encrypting or decrypting the streaming data with the specified
padding scheme.

The Intel IPP versions 5.3 or lower employed the implementation of AES (that is, Rijndael128) based on the use
of large pre-calculated tables (S-boxes). This implementation provides the best performance. However, the
research done in recent years proved vulnerability of this solution to various attacks, for example, timing and
cache-behavior attacks. To provide a proper level of protection, IPP 6.0 introduces a safe implementation of the
AES algorithm. Though 1.3 times slower than the existing one, the safe implementation is invulnerable to the
known implementations of timing and cache-behavior attacks. To use Rijndael128 functions with the safe
implementation of the algorithm, call initialization function SafeRi jndael128Init. If performance is the priority,
call Rijndael128Init.

The application code for conducting a typical encryption under CBC mode using the AES scheme, that is, the
Rijndael128 with a 128-bit key, should follow the sequence of operations as outlined below:

1. Get the size required to configure the context IppsRi jndael128Spec by calling the function Rijndael128GetSize

2. Call the operating system memory-allocation service function to allocate a buffer whose size is no less than
the one specified by the function Ri jndael128GetSize.

3. Initialize the context IppsRijndael128Spec *pCt x by calling the function Rijndael128Init with the
allocated buffer and the respective 128-bit AES key.

4. Specify the initialization vector and the padding scheme, then call the function Ri jndael128EncryptCBC to
encrypt the input data stream using the AES encryption function with CBC mode.
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5. Call the operating system memory free service function to release the buffer allocated for the context
IppsRi jndael128Spec, if needed.

The IppsRijndael128Spec, IppsRijndaell192Spec, and IppsRi jndael224Spec contexts are
position-dependent. The Ri jndael128Pack/Ri jndael128Unpack, Rijndaell192Pack/Rijndael192Unpack,
and Rijndael256Pack/Ri jndael256Unpack functions transform the respective position-dependent context to
a position-independent form and vice versa.

See Also
e AES-CCM Functions
e AES-GCM Functions

Rijndael128GetSize

Gets the size of the 1ppsRi jndael128Spec context.

Syntax

IppStatus ippsRijndaell28GetSize(int* pSize);

Parameters

pSi ze Pointer to the IppsRijndael128Spec context size value.
Description

This function is declared in the ippcp.-h file. The function gets the IppsRijndael128Spec context size in bytes
and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

Rijndael128Init, SafeRijndael128Init

Initialize user-supplied memory as
IppsRijndael128Spec context for future use.

Syntax

IppStatus ippsRijndaell28Init(const Ipp8u *pKey, IppsRijndaelKeylLength keyl en,
IppsRijndael128Spec* pCt x);

IppStatus ippsSafeRijndaell28Init(const Ipp8u *pKey, IppsRijndaelKeylLength keyl en,
IppsRijndael128Spec* pCtx);

Parameters
pKey Pointer to the Rijndael128 key.
keyl en Key byte stream length in bytes defined by the

IppsRi jndaelKeylLength enumerator.
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pCt x Pointer to the IppsRijndael128Spec context being initialized.

Description

These functions are declared in the ippcp.h file. Each function initializes the memory pointed by pCt x as
IppsRijndael128Spec. In addition, each function uses the key to provide all necessary key material for both
encryption and decryption operations. Depending upon whether you wish to employ fast or safe implementation
of the AES algorithm, call Rijndael128Init or SafeRijndael128Init, respectively.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Returns an error condition if keyLen is not set to
IppsRijndaelKey128, IppsRijndaelKeyl192 or
IppsRijndaelKey256.

Rijndael128Pack, Rijndael128Unpack

Packs/unpacks the IppsRijndael128Spec context
into/from a user-defined buffer.

Syntax
IppStatus ippsRijndaell28Pack (const IppsRijndaell28Spec* pCtx, Ipp8u* pBuffer);
IppStatus ippsRijndaell28Unpack (const lpp8u* pBuffer, IppsRijndaell28Spec* pCtx);

Parameters

pCt x Pointer to the IppsRijndael128Spec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The Rijndael128Pack function transforms the * pCt x context
to a position-independent form and stores it in the * pBuf f er buffer. The Ri jndael128Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsRijndael128Spec context. The Rijndael128Pack and Rijndael128Unpack functions enable replacing
the position-dependent IppsRi jndael128Spec context in the memory.

Call the Rijndael128GetSize function prior to Ri jndael128Pack/Rijndael128Unpack to determine the size
of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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Rijndael128EncryptECB

Encrypts plaintext message by using ECB encryption
mode.

Syntax

IppStatus ippsRijndaell28EncryptECB(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const
IppsRijndael128Spec* pCt x, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input plaintext data in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128DecrypteCB

Decrypts byte data stream by using Rijndael algorithm
in the ECB mode.

Syntax

IppStatus ippsRijndaell28DecryptECB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael128Spec* pCt x, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.
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pCt x Pointer to the IppsRijndael128Spec context.
paddi ng IppsCPPaddingNONE padding scheme.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael128EncryptCBC

Encrypts byte data stream according to Rijndael in the
CBC mode.

Syntax

IppStatus ippsRijndaell128EncryptCBC(const lpp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael128Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr
ippStsUnderRunErr

ippStsContextMatchErr

Rijndael128DecryptCBC

Indicates an error condition if the input data stream length is less
than or equal to zero.

Indicates an error condition if srclen is not divisible by data block
size.

Indicates an error condition if the context parameter does not
match the operation.

Decrypts byte data stream according to Rijndael in the

CBC mode.

Syntax

IppStatus ippsRijndaell28DecryptCBC(const lpp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael128Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pl v Pointer to the initialization vector for CBC mode operation.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsContextMatchErr

ippStsUnderRunErr

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the output data stream length is
less than or equal to zero.

Indicates an error condition if the context parameter does not
match the operation.

Indicates an error condition if srcl en is not divisible by cipher
block size.
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Rijndael128EncryptCFB

Encrypts byte data stream according to Rijndael in the
CFB mode.

Syntax

IppStatus ippsRijndaell128EncryptCFB(const lpp8u* pSrc, Ipp8u* pDst, int srclLen, int
cfbBl kSi ze, const IppsRijndaell28Spec* pCtx, const Ipp8u *plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsunderRunErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128DecryptCFB

Decrypts byte data stream according to Rijndael in CFB
mode.

Syntax

IppStatus ippsRijndaell28DecryptCFB(const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
cfbBl kSi ze, const IppsRijndaell28Spec* pCtx, const Ipp8u* plV, IppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcLen is not divisible by cipher
block size.

Rijndael128EncryptOFB

Encrypts a variable length data stream according to
Rijndael128 in the OFB mode.

Syntax

IppStatus ippsRijndaell128EncryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndaell28Spec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsRi j ndael 128Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the
of bBI kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128DecryptOFB

Decrypts a variable length data stream according to
Rijndael128 in the OFB mode.

Syntax

IppStatus ippsRijndaell28DecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndaell28Spec* pCt x, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the

of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128EncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndaell128EncryptCTR(const Ipp8u* pSrc, Ipp8u* pDst, int srcLen, const
IppsRijndael128Spec* pCtx, Ipp8u* pCtrValue , int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Rijndael128DecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndaell28DecryptCTR(const Ipp8u* pSrc, Ipp8u* pDst, int srcLen, const
IppsRijndael128Spec* pCtx, lpp8u* pCtrVal ue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable
length.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsRijndael128Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128EncryptCCM

DEPRECATED. Encrypts a variable length data stream
and generates its authentication tag in the CCM mode.

Syntax

IppStatus ippsRijndaell128EncryptCCM(const Ipp8u* pNonce, Ipp32u noncelLen, const lpp8u*
pAssc, Ipp64u asscLen, const lpp8u* pSrc, Ipp64u srcLen, int macLen, Ipp8u* pDst, const
IppsRijndael128Spec* pCt x);
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Parameters

pNonce Pointer to the nonce.

noncelen Length of the nonce *pNonce (in octets).
pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input plaintext data.

srclLen Length of the input plaintext *pSrc (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting ciphertext data stream.
pCt x Pointer to the IppsRijndael128Spec context.
Description

This function is deprecated. Use Rijndael128CCMEncryptMessage instead of it.

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
and computes the authentication tag according to the Counter with Cipher Block Chaining-Message Authentication
Code (CCM) mode, as specified in [NIST SP 800-38C]. Unless you have successfully implemented the encryption
with this function, you are encouraged to use the newer function Ri jndael128EncryptCCM_u8 having the same
functionality.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length input data does not meet any

of the following conditions:
7 <noncelLen <13
asscLen=0

srcLen=>=1

macLen = 2n, 1 <n<8.

ippStsContextMatchErr Indicates an error condition if the context parameter does not match the
operation.

Rijndael128EncryptCCM_u8

DEPRECATED. Encrypts a variable length data stream
and generates its authentication tag in the CCM mode.

Syntax

IppStatus ippsRijndael128EncryptCCM_u8(const Ipp8u* pNonce, int noncelLen, const lpp8u*
pAssc, int asscLen, const Ipp8u* pSrc, int srcLen, int macLen, Ipp8u* pDst, const
IppsRijndael128Spec* pCt x);
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Parameters

pNonce Pointer to the nonce.

noncelen Length of the nonce *pNonce (in octets).

pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input plaintext data.

srclLen Length of the input plaintext *pSrc (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting ciphertext data stream.
pCt x Pointer to the IppsRijndael128Spec context.
Description

This function is deprecated. Use Rijndael128CCMEncryptMessage instead of it.

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
and computes the authentication tag according to the CCM mode, as specified in [NIST SP 800-38C]. Unlike
Rijndael128EncryptCCM, Rijndael128EncryptCCM_u8 employs the int data type for all length parameters.
Use this function rather than Rijndael128EncryptCCM.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNullPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length input data does not meet any

of the following conditions:
7 <noncelLen <13
asscLen =0

srcLen=1

macLen = 2n, 1 <n<8.

ippStsContextMatchErr Indicates an error condition if the context parameter does not match the
operation.

Rijndael128DecryptCCM

DEPRECATED. Decrypts and verifies a variable length
data stream in the CCM mode.

Syntax

IppStatus ippsRijndaell28DecryptCCM(const Ipp8u* pNonce, Ipp32u noncelLen, const lpp8u*
pAssc, lpp64u asscLen, const Ipp8u* pSrc, Ipp64u srclLen, int macLen, lpp8u* pDst, IppBool*
pResul t , const IppsRijndaell28Spec* pCtx);
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Parameters

pNonce
noncelLen
pAssc
assclLen
pSrc
srclLen
maclLen
pDst
pResul t
pCt x

Description

Pointer to the nonce of length.

Length of the nonce *pNonce (in octets).

Pointer to the assosiated data.

Length of the assosiated data *pAssc (in octets).
Pointer to the input ciphertext data.

Length of the input ciphertext * pSrc (in octets).
Length of the authentication tag in octets.
Pointer to the resulting plaintext data stream.
Pointer to the result of verification.

Pointer to the IppsRijndael128Spec context.

This function is deprecated. Use Rijndael128CCMDecryptMessage instead of this function.

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length

and verifies the authentication tag according to the CCM mode, as specified in [NIST SP 800-38C] . Unless you
have successfully implemented the decryption with this function, you are encouraged to use the newer function
Rijndael128DecryptCCM_u8 having the same functionality.

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsContextMatchErr

Indicates no error. Any other value indicates an error or warning.

Indicates an error condition if any of the specified pointers is NULL.

ndicates an error condition if the length input data does not meet any of

the following conditions:
7 <noncelLen <13
srcLen > naclLen

macLen = 2n, 1 <n<8.

Indicates an error condition if the context parameter does not match the

operation.

Rijndael128DecryptCCM_u8

DEPRECATED. Decrypts and verifies a variable length

data stream in the CCM mode.

Syntax

IppStatus ippsRijndaell28DecryptCCM_u8(const Ipp8u* pNonce,
pAssc, int assclLen, const lpp8u* pSrc, int srcLen, int macLen, lpp8u* pDst, IppBool*

pResult , const IppsRijndaell28Spec* pCtx);

Parameters

pNonce

Pointer to the nonce of length.

int nonceLen, const lpp8u*
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noncelen Length of the nonce *pNonce (in octets).

pAssc Pointer to the assosiated data.

assclLen Length of the assosiated data *pAssc (in octets).
pSrc Pointer to the input ciphertext data.

srcLen Length of the input ciphertext * pSrc (in octets).
maclLen Length of the authentication tag in octets.

pDst Pointer to the resulting plaintext data stream.
pResul t Pointer to the result of verification.

pCt x Pointer to the IppsRijndael128Spec context.
Description

This function is deprecated. Use Rijndael128CCMDecryptMessage instead of it.

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
and verifies the authentication tag according to the CCM mode, as specified in [NIST SP 800-38C]. Unlike Ri jn-
dael128DecryptCCM, Rijndael128DecryptCCM_u8 employs the int data type for all length parameters. Use
this function rather than Rijndael128DecryptCCM.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNullPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr ndicates an error condition if the length input data does not meet any of

the following conditions:
7 <noncelLen <13

asscLen =0
srcLen > maclLen

macLen = 2n,1<n<8.

ippStsContextMatchErr Indicates an error condition if the context parameter does not match the
operation.

Rijndael192GetSize

Gets the size of the IppsRijndael192Spec context.

Syntax

IppStatus ippsRijndaell92GetSize(int* pSize);

Parameters

pSi ze Pointer to the IppsRijndael192Spec context size value.
Description

This function is declared in the ippcp.-h file. The function gets the IppsRijndael192Spec context size in bytes
and stores it in *pSi ze.

64



Symmetric Cryptography Primitive Functions 2

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

Rijndael192Init

Initializes user-supplied memory as the
IppsRijndael192Spec context for future use.

Syntax

IppStatus ippsRijndaell92Init(const Ipp8u *pKey, IppsRijndaelKeylLength keyl en,
IppsRi jndael192Spec* pCt x);

Parameters

pKey Pointer to the Rijndael192 key.

keyl en Key byte stream length in bytes as defined by the
IppsRi jndaelKeyLength enumerator.

pCt x Pointer to the IppsRi jndael192Spec context.

Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsRijndael192Spec context. In addition, the function uses the key to provide all the necessary key material
for both encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if keyl en is not set to
IppsRijndaelKey128, IppsRijndaelKeyl192 or
IppsRijndaelKey256.

Rijndael192Pack, Rijndael192Unpack

Packs/unpacks the IppsRijndael192Spec context
into/from a user-defined buffer.

Syntax
IppStatus ippsRijndaell92Pack (const IppsRijndaell92Spec* pCtx, Ipp8u* pBuffer);
IppStatus ippsRijndaell92Unpack (const lpp8u* pBuffer, IppsRijndaell92Spec* pCtx);

Parameters

pCt x Pointer to the IppsRijndael192Spec context.
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pBuf f er Pointer to the user-defined buffer.

Description

This functions are declared in the ippcp.-h file. The Rijndael192Pack function transforms the * pCt x context
to a position-independent form and stores it in the * pBuf f er buffer. The Rijndael192Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsRijndael192Spec context. The Rijndael192Pack and Rijndael192Unpack functions enable replacing
the position-dependent IppsRi jndael192Spec context in the memory.

Call the Rijndael192GetSize function prior to Ri jndael192Pack/Rijndael192Unpack to determine the size
of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

Rijndael192EncryptECB

Encrypts a byte data stream according to Rijndael in the
ECB mode.

Syntax

IppStatus ippsRijndaell192EncryptECB(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const
IppsRijndael192Spec* pCt x, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error
or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified
pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream

length is less than or equal to 0.

66



Symmetric Cryptography Primitive Functions 2

ippStsuUnderRunkErr Indicates an error condition if srcl en is not divisible by
data block size.
ippStsContextMatchErr Indicates an error condition if the context parameter

does not match the operation.

Rijndael192DecrypteCB

Decrypts byte data stream according to Rijndael in the
EBC mode.

Syntax

IppStatus ippsRijndaell92DecryptECB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael192Spec *pCt x, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael192EncryptCBC

Encrypts a byte data stream according to Rijndael in the
CBC mode.

Syntax

IppStatus ippsRijndaell192EncryptCBC(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael192Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srclen is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael192DecryptCBC

Decrypts a byte data stream according to Rijndael in the
CBC mode.

Syntax

IppStatus ippsRijndaell92DecryptCBC(const Ipp8u* pSrc, lIpp8u* pDst, int srclen, const
IppsRijndael192Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pl Vv Pointer to the initialization vector for CBC mode operation.

paddi ng IppsCPPaddingNONE padding scheme.
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Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael192EncryptCFB

Encrypts a byte data stream according to Rijndael in the
CFB mode.

Syntax

IppStatus ippsRijndael192EncryptCFB(const lIpp8u* pSrc, lpp8u* pDst, int srclLen, int
cf bBl kSi ze, const IppsRijndaell92Spec* pCt x, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srcLen Length of the plaintext data stream in bytes.

cf bBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunkErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael192DecryptCFB

Decrypts a byte data stream according to Rijndael in the
CFB mode.

Syntax

IppStatus ippsRijndaell92DecryptCFB(const lpp8u* pSrc, lpp8u* pDst, int srclen, int
cfbBl kSi ze, const IppsRijndaell92Spec* pCt x, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcLen is not divisible by cipher
block size.
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Rijndael192EncryptOFB

Encrypts a variable length data stream according to
Rijndael192 in the OFB mode.

Syntax

IppStatus ippsRijndaell192EncryptOFB (const Ipp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndaell92Spec* pCt x, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael192DecryptOFB

Decrypts a variable length data stream according to
Rijndael192 in the OFB mode.

Syntax

IppStatus ippsRijndaell92DecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndaell92Spec* pCt x, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
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pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

plVv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael192EncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndael192EncryptCTR(const lpp8u* pSrc, lpp8u* pDst, int srcLen, const
IppsRijndael192Spec* pCtx, Ipp8u* pCirValue , int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CTR mode as specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael192DecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndaell92DecryptCTR(const Ipp8u* pSrc, lIpp8u* pDst, int srclLen, const
IppsRijndael192Spec* pCtx, lpp8u* pCirValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable
length.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsRijndael192Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBitSize Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Rijndael256GetSize

Gets the size of the IppsRi jndael256Spec context.

Syntax
IppStatus ippsRijndael256GetSize(int* pSize);

Parameters

pSi ze Pointer to the IppsRijndael256Spec context size value.

Description

This function is declared in the ippcp.-h file. The function gets the IppsRijndael256Spec context size in bytes
and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
Rijndael256Init

Initializes user-supplied memory as
IppsRi jndael256Spec context for future use.

Syntax

IppStatus ippsRijndael256Init(const Ipp8u *pKey, IppsRijndaelKeylLength keyl en,
IppsRijndael256Spec* pCt x);

Parameters
pKey Pointer to the Rijndael256 key.
keyl en Key byte stream length in bytes defined by the
IppsRi jndaelKeylLength enumerator.
pCt x Pointer to the IppsRijndael256Spec context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsRijndael256Spec context. In addition, the function uses the key to provide all necessary key material for
both encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr Indicates an error condition if keyl en is not set to
IppsRijndaelKey128, IppsRijndaelKeyl92 or
IppsRijndaelKey256.

Rijndael256Pack, Rijndael256Unpack

Packs/unpacks the IppsRijndael256Spec context
into/from a user-defined buffer.

Syntax
IppStatus ippsRijndael256Pack (const lIppsRijndael256Spec* pCtx, lpp8u* pBuffer);
IppStatus ippsRijndael256Unpack (const lpp8u* pBuffer, IppsRijndael256Spec* pCtx);

Parameters

pCt x Pointer to the IppsRijndael256Spec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The Rijndael256Pack function transforms the * pCt x context
to a position-independent form and stores it in the * pBuf f er buffer. The Ri jndael256Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsRijndael256Spec context. The Ri jndael256Pack and Ri jndael256Unpack functions enable replacing
the position-dependent IppsRi jndael256Spec context in the memory.

Call the Ri jndael256GetSize function prior to Ri jndael256Pack/Ri jndael256Unpack to determine the size
of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
Rijndael256EncryptECB

Encrypts a byte data stream according to Rijndael in the

ECB mode.

Syntax

IppStatus ippsRijndael256EncryptECB(const Ipp8u *pSrc, Ipp8u *pDst, int srclen, const
IppsRijndael256Spec* pCtx, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.
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pCt x Pointer to the IppsRijndael256Spec context.
paddi ng IppsCPPaddingNONE padding scheme.
Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error
or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified
pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream
length is less than or equal to 0.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by
data block size.

ippStsContextMatchErr Indicates an error condition if the context parameter

does not match the operation.

Rijndael256DecrypteCB

Decrypts a byte data stream according to Rijndael in the
ECB mode.

Syntax

IppStatus ippsRijndael256DecryptECB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael256Spec* pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsRi jndael256Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael256EncryptCBC

Encrypts byte data stream according to Rijndael in the

CBC mode.

Syntax

IppStatus ippsRijndael256EncryptCBC(const lpp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael256Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srclen is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Rijndael256DecryptCBC

Decrypts byte data stream according to Rijndael in the
CBC mode.

Syntax

IppStatus ippsRijndael256DecryptCBC(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsRijndael256Spec* pCt x, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

pl Vv Pointer to the initialization vector for CBC mode operation.

paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

Rijndael256EncryptCFB

Encrypts byte data stream according to Rijndael in the

CFB mode.

Syntax

IppStatus ippsRijndael256EncryptCFB(const lpp8u* pSrc, lpp8u* pDst, int srclLen, int
cfbBl kSi ze, const IppsRijndael256Spec* pCt x, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
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pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

plVv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael256DecryptCFB

Decrypts byte data stream according to Rijndael in the
CFB mode.

Syntax

IppStatus ippsRijndael256DecryptCFB(const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
cfbBl kSi ze, const IppsRijndael256Spec* pCt x, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cf bBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.
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Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcLen is not divisible by cipher
block size.

Rijndael256EncryptOFB

Encrypts a variable length data stream according to
Rijndael256 in the OFB mode.

Syntax

IppStatus ippsRijndael256EncryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndael256Spec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the

of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael256DecryptOFB

Decrypts a variable length data stream according to
Rijndael256 in the OFB mode.

Syntax

IppStatus ippsRijndael256DecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsRijndael256Spec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsRi jndael256Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Rijndael256EncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndael256EncryptCTR(const Ipp8u* pSrc, Ipp8u* pDst, int srcLen, const
IppsRijndael256Spec* pCtx, Ipp8u* pCtrValue , int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsRijndael256Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctr NunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael256DecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsRijndael256DecryptCTR(const lpp8u* pSrc, lIpp8u* pDst, int srclLen, const
IppsRijndael256Spec* pCtx, lpp8u* pCirValue, int ctrNunBitSize);

Parameters
pSrc Pointer to the input ciphertext data stream.
pDst Pointer to the resulting plaintext data stream of a variable

length.
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srclLen

pCt x
pCtrVal ue
ctrNunmBi t Si ze

Description

Length of the plaintext data stream in bytes.
Pointer to the IppsRijndael256Spec context.
Pointer to the counter data block.

Number of bits in the specific part of the counter to be
incremented.

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNul IPtrErr
ippStsLengthErr

ippStsCTRSizeErr

ippStsContextMatchErr

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the output data stream length is
less than or equal to zero.

Indicates an error condition if the value of the ctr NunBi t Si ze is
illegal.

Indicates an error condition if the context parameter does not
match the operation.
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Example of Using Rijndael Functions

AES Encryption and Decryption
// use of the CTR mode

void AES_sample(void){
// size of Rijndael-128 algorithm block is equal to 16

const int aesBIkSize = 16;

// get the size of the context needed for the encryption/decryption operation
int ctxSize;
ippsRijndael128GetSize(&ctxSize);

// and allocate one

IppsRijndael128Spec* pCtx = (IppsRijndael128Spec*)( new lpp8u [ctxSize] );

// define the key

Ipp8u key[16] = {0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,
0x08,0x09,0x10,0x11,0x12,0x13,0x14,0x15};

// and prepare the context for Rijndaell28 usage
ippsRijndael128Init(key, IppsRijndaelKeyl28, pCtx);

// define the message to be encrypted
Ipp8u ptext[] = {"quick brown fox jupm over lazy dog"};

// define an initial vector

Ipp8u crtO[aesBlkSize] = {Oxff,0xee,0xdd,0xcc,0xbb,0xaa,0x99,0x88,
0x77,0x66,0x55,0x44,0x33,0x22,0x11,0x00};

Ipp8u crt[aesBlkSize];
// counter the variable number of bits

int ctrNumBitSize = 64;

// allocate enough memory for the ciphertext

// note that
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// the size of the ciphertext is always equal to that of the planetext
Ipp8u ctext[sizeof(ptext)];

// init the counter
memcpy(crt, crt0, sizeof(crt0));
// encrypt (CTR mode) ptext message
// pay attention to the "length® parameter
// it defines the number of bytes to be encrypted
memcpy(crt, crt0, sizeof(crt0));
ippsRijndael128EncryptCTR(ptext, ctext, sizeof(ptext),
pCtx,
crt, ctrNumBitSize);

// allocate memory for the decrypted message
Ipp8u rtext[sizeof(ptext)];

// init the counter

memcpy(crt, crt0, sizeof(crt0));

// decrypt (ECTR mode) ctext message
// pay attention to the "length® parameter
// it defines the number of bytes to be decrypted
ippsRijndael128DecryptCTR(ctext, rtext, sizeof(ptext),
pCtx,
crt, ctrNumBitSize);
delete (Ipp8u*)pCtx;

AES-CCM Functions

This section describes functions for authenticated encryption/decryption using the Counter with Cipher Block
Chaining-Message Authentication Code (CCM) mode [NIST SP 800-38C] of the AES (Rijndael128) block cipher.

Table “Intel IPP AES-CCM Functions” lists Intel IPP AES-CCM functions:
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Intel IPP AES-CCM Functions

Function Base Name

Operation

Rijndael128CCMEncryptMessage
Ri jndael128CCMDecryptMessage

Rijndael128CCMGetSize
Rijndael128CCMInit

Rijndael128CCMStart

Rijndael128CCMENncrypt
Rijndael128CCMDecrypt
Rijndael128CCMGetTag
Rijndael128CCMMessagelen
Rijndael128CCMTagLen

Encrypts an entire message and generates its authentication tag in the
CCM mode.

Decrypts an entire message and generates its authentication tag in the
CCM mode.

Gets the size of the IppsRijndael128CCMState context.

Initializes user-supplied memory as the IppsRi jndael128CCMState
context for future use.

Starts the process of authenticated encryption/decryption for a new
message.

Encrypts a data buffer in the CCM mode.

Decrypts a data buffer in the CCM mode.

Generates the message authentication tag in the CCM mode.
Sets up the length of the message to be processed.

Sets up the length of the required authentication tag.

The Intel IPP AES-CCM function set includes:

e Functions for complete message operations, to be used for authenticated encryption/decryption of an entire
message, if available: Ri jndael128CCMEncryptMessage and Rijndael128CCMDecryptMessage

e Incremental functions, to be used if the message is too long to be processed in one step.

The AES-CCM incremental functions enable authenticated encryption/decryption of several messages using one
key that the Rijndael128CCMInit function sets. The processing of each new message starts with a call to the
Rijndael128CCMStart function. The application code for conducting a typical AES-CCM authenticated encryption
should follow the sequence of operations as outlined below:

1. Get the size required to configure the context IppsRi jndael128CCMState by calling the function Ri jn-

dael128CCMGetSize.

parameters.

O O0ONOUN + w N
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. Call the system memory-allocation service function to allocate a buffer whose size is not less than the function
Rijndael128CCMGetSize specifies.

. Initialize the context IppsRijndael128CCMState *pCt x by calling the function Ri jndael128CCMInit with
the allocated buffer and the respective AES key.

. Optionally call Ri jndael128CCMMessagelLen and/or Ri jndael128CCMTagLen to set up message and tag

. Call Rijndael128CCMStart to start authenticated encryption of the first/next message.
. Keep calling Rijndael128CCMEncrypt until the entire message is processed.

. Request the authentication tag by calling Ri jndael128CCMGetTag.

. Proceed to the next message, if any, that is, go to step 5.

. Call the system memory free service function to release the buffer allocated for the context
IppsRijndael128CCMState, if needed.
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Rijndael128CCMENcryptMessage

Encrypts an entire message and generates its
authentication tag in the CCM mode.

Syntax

IppStatus ippsRijndael128CCMEncryptMessage(const Ipp8u* pKey, IppsRijndaelKeylLength keylLen,
const Ipp8u* plV, Ipp32u ivLen, const Ipp8u* pAAD, Ipp32u addLen,const lpp8u* pSrc, Ipp8u*
pDst , 1pp32u | en, lpp8u* pTag, Ipp32u taglLen);

Parameters

pKey Pointer to the secret key.

keyLength Length of the secret key.

plVv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl V (in bytes).

pAAD Pointer to the additional authenticated data (not to be
encrypted).

aadlLen Length of the additional authenticated data *pAAD (in bytes).

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext and ciphertext data stream (in bytes).

pTag Pointer to the authentication tag.

tagLen Length of the authentication tag *pTag (in bytes).

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
and computes the authentication tag in the CCM mode as specified in [NIST SP 800-38C]. Use this function if
the entire message is available. Otherwise, follow the typical sequence of invoking the incremental functions

(see AES-CCM Functions).

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length parameters do not meet any of

the following conditions:
keyLen = IppsRijndaelKeyl128 or keyLen = IppsRijndaelKey192 or
keyLen = IppsRijndaelKey256

7<ivlLen<13
4 <taglLen < 16 and t agLen is even.
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Rijndael128CCMDecryptMessage

Decrypts an entire message and generates its
authentication tag in the CCM mode.

Syntax

IppStatus ippsRijndael128CCMDecryptMessage(const Ipp8u* pKey, IppsRijndaelKeylLength keylLen,
const lpp8u* plV, Ipp32u ivLen, const lpp8u* pAAD, Ipp32u aadlLen, const lpp8u* pSrc, lpp8u*
pDst , 1pp32u | en, Ipp8u* pTag, Ipp32u taglLen);

Parameters

pKey Pointer to the secret key.

keyLength Length of the secret key.

plVv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl Vv (in bytes).

pAAD Pointer to the additional authenticated data (not encrypted).
aadlLen Length of additional authenticated data * pAAD (in bytes).
pSrc Pointer to the input ciphertext data stream of a variable length.
pDst Pointer to the resulting plaintext data stream.

I en Length of the plaintext and ciphertext data stream (in bytes).
pTag Pointer to the authentication tag.

taglLen Length of the authentication tag *pTag (in bytes).

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
and verifies the authentication tag in the CCM mode as specified in [NIST SP 800-38C]. Use this function if the
entire message is available. Otherwise, follow the typical sequence of invoking the incremental functions (see
AES-CCM Functions).

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNullPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length parameters do not meet any of

the following conditions:
keyLen = IppsRijndaelKeyl128 or keyLen = IppsRijndaelKey192 or
keyLen = IppsRijndaelKey256

7<ivlen <13
4 <taglLen < 16 and taglLen is even.
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Rijndael128CCMGetSize

Gets the size of the IppsRi jndael128CCMState context.

Syntax

IppStatus ippsRijndael128CCMGetSize(Ipp32u* pSi ze);

Parameters

pSi ze Pointer to the size of the IppsRijndael128CCMState context.
Description

This function is declared in the ippcp.h file. The function gets the size of the IppsRijndael128CCMState
context in bytes and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if the specified pointer is NULL.

Rijndael128CCMiInit

Initializes user-supplied memory as the
IppsRijndael 128CCMState context for future use.

Syntax

IppStatus ippsRijndaell128CCMInit(const lIpp8u* pKey, IppsRijndaelKeylLength keylLen,
IppsRijndael128GCMState* pSt at e);

Parameters

pKey Pointer to the secret key.

keyLengt h Length of the secret key.

pSt at e Pointer to the IppsRijndael128CCMState context.

Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pSt at e as the
IppsRijndael128CCMState context. In addition, the function uses the initialization variable and additional
authenticated data to provide all necessary key material for both encryption and decryption.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

89



2 Intel® Integrated Performance Primitives Reference Manual, Volume 4: Cryptography

ippStsLengthErr Indicates an error condition an error condition if keyLen is not set
to IppsRijndaelKey128, IppsRijndaelKeyl192 or
IppsRijndaelKey256.

Rijndael128CCMStart

Starts the process of authenticated encryption/decryption
for a new message.

Syntax

IppStatus ippsRijndael128CCMStart(const Ipp8u* plV, Ipp32u ivLen, const lpp8u* pAAD, Ipp32u
aadLen, IppsRijndaell28CCMState* pState);

Parameters

pl Vv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl Vv (in bytes).

pPAAD Pointer to the additional authenticated data.

aadlLen Length of additional authenticated data * pAAD (in bytes).
pSt ate Pointer to the IppsRijndael128CCMState context.
Description

This function is declared in the ippcp.h file. The function resets internal counters and buffers of the *pSt at e
context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

pState Indicates an error condition if any of the specified pointers is NULL.

pState Indicates an error condition if the context parameter does not
match the operation.

pState Indicates an error condition ifi vLen < 7 orivLen > 13.

Rijndael128CCMEncrypt

Encrypts a data buffer in the CCM mode.

Syntax

IppStatus ippsRijndael128CCMEncrypt(const Ipp8u* pSrc, Ipp8u* pDst, Ipp32u |len,
IppsRijndael128CCMState* pState);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext and ciphertext data stream in bytes.
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pSt at e Pointer to the IppsRijndael128CCMState context.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the CCM mode as specified in [NIST SP 800-38C].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128CCMDecrypt

Decrypts a data buffer in the CCM mode.

Syntax

IppStatus ippsRijndael128CCMDecrypt(const lIpp8u* pSrc, Ipp8u* pDst, Ipp32u |len,
IppsRijndael128CCMState* pState);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

I en Length of the plaintext and ciphertext data stream in bytes.
pSt at e Pointer to the IppsRijndael128CCMState context.

Description

This function is declared in the ippcp.-h file. The function decrypts the input ciphered data stream of a variable
length in the CCM mode as specified in [NIST SP 800-38C].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Rijndael128CCMGetTag

Generates the message authentication tag in the CCM
mode.

Syntax

IppStatus ippsRijndaell28CCMGetTag (lpp8u* pTag, Ipp32u taglLen, const
IppsRijndael128CCMState* pState);

Parameters

pTag Pointer to the authentication tag.

tagLen Length of the authentication tag *pTag (in bytes).
pSt at e Pointer to the IppsRijndael128CCMState context.
Description

This function is declared in the ippcp.h file. The function generates and computes the authentication tag of
length t agLen bytes in the CCM mode as specified in [NIST SP 800-38C]. The ippsRijndael128GCMGetTag
function does not stop the encryption/decryption and authentication process.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if tagLen < 1 or t agLen does not

exceed the tag length specified in the previous call to
Rijndael128CCMStart .

Rijndael128CCMMessagelen

Sets up the length of the message to be processed.

Syntax

IppStatus ippsRijndael128CCMMessageLen(Ipp32u nsglLen, IppsRijndaell28CCMState* pState);
Parameters

nmeglLen Length of the message to be processed (in bytes).

pSt at e Pointer to the IppsRijndael128CCMState context.

Description

This function is declared in the ippcp.h file. The function assigns the value of nsgLen to the length of the
message to be processed in the *pSt at e context.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if nsgLen=0.

Rijndael128CCMTaglen

Sets up the length of the required authentication tag.

Syntax

IppStatus ippsRijndael128CCMTagLen(Ipp32u taglLen, IppsRijndaell28CCMState* pState);
Parameters

tagLen Length of the required authentication tag (in bytes).

pSt ate Pointer to the IppsRijndael128CCMState context.

Description

This function is declared in the ippcp.h file. The function assigns the value of t agLen to the length of the
required authentication tag in the * pSt at e context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if t agLen < 4 ortaglLen > 16 ortagl en
is odd.

AES-GCM Functions

The Galois/Counter Mode (GCM) is a mode of operation of the AES algorithm. GCM [NIST SP 800-38D] uses a
variation of the Counter mode of operation for encryption. GCM assures authenticity of the confidential data (of

up to about 64 GB per invocation) using a universal hash function defined over a binary finite field (the Galois
field).

GCM can also provide authentication assurance for additional data (of practically unlimited length per invocation)
that is not encrypted. If the GCM input contains only data that is not to be encrypted, the resulting specialization
of GCM, called GMAC, is simply an authentication mode for the input data.

GCM provides stronger authentication assurance than a (non-cryptographic) checksum or error detecting code.
In particular, GCM can detect both accidental modifications of the data and intentional, unauthorized modifications.

Table “Intel IPP AES-GCM Functions” lists Intel IPP AES-GCM functions:
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Intel IPP AES-GCM Functions

Function Base Name

Operation

Rijndael128GCMEncryptMessage

Ri jndael128GCMDecryptMessage

Rijndael128GCMGetSize

Rijndael128GCMGetSizeManaged

Rijndael128GCMInit

Rijndael128GCMInitManaged

Rijndael128GCMStart

Rijndael128GCMReset

Rijndael128GCMProcessl1V

Rijndael128GCMProcessAAD

Rijndael128GCMENncrypt
Rijndael128GCMDecrypt

Rijndael128GCMGetTag

Encrypts an entire message and generates its authentication tag
in the GCM mode.

Decrypts an entire message and generates its authentication tag
in the GCM mode.

DEPRECATED. Use Ri jndael128GCMGetSizeManaged instead of
this function.

Gets the size of the IppsRijndael128GCMState context.

Gets the size of the IppsRijndael128GCMState context for use

of the AES-GCM implementation that meets specified
requirements.

DEPRECATED. Use Ri jndael128GCMInitManaged instead of this
function.

Initializes user-supplied memory as the
IppsRijndael128GCMState context for future use.

Initializes user-supplied memory as the
IppsRijndael128GCMState context for use of the AES-GCM
implementation that meets specified requirements.

Starts the process of authenticated encryption/decryption for a
new message.

Resets the IppsRi jndael128GCMState context for authenticated
encryption/decryption of a new message.

Processes an initial vector of a given length according to the GCM
specification.

Processes additional authentication data of a given length
according to the GCM specification.

Encrypts a data buffer in the GCM mode.
Decrypts a data buffer in the GCM mode.

Generates the message authentication tag in the GCM mode.

The AES-GCM function set includes:

e Functions for complete message operations, to be used for authenticated encryption/decryption of an entire
message, if available: Ri jndael128GCMEncryptMessage and Rijndael128GCMDecryptMessage.

e Incremental functions, to be used if the message is too long to be processed in one step.

The AES-GCM incremental functions enable authenticated encryption/decryption of several messages using one
key that the Rijndael128GCMInit function sets. The application code for conducting a typical AES-GCM
authenticated encryption should follow the sequence of operations as outlined below:
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1. Get the size required to configure the context IppsRi jndael128GCMState by calling the function Ri jn-
dael128GCMGetSizeManaged.

. Call the system memory-allocation service function to allocate a buffer whose size is not less than the function
Rijndael128GCMGetSize specifies.

. Initialize the context IppsRi jndael128GCMState * pCt x by calling the function Ri jndael128GCMInitManaged
with the allocated buffer and the respective AES key.

. Call Rijndael128GCMStart to start authenticated encryption of the first/next message.
. Keep calling Rijndael128GCMENncrypt until the entire message is processed.

. Request the authentication tag by calling Ri jndael128GCMGetTag.

. Proceed to the next message, if any, that is, go to step 4.

. Call the system memory free service function to release the buffer allocated for the context
IppsRi jndael 128GCMState, if needed.

oNOGOUhL, W N

If the size of the initial vector and/or additional authenticated data (1 V and AAD parameters of the Ri jndael1128GCM-
Start function, respectively) is large or any of these parameters is placed in a disconnected memory buffer,
replace step 4 above with the following sequence:

1. CallRijndael128GCMReset to prepare the IppsRijndael128GCMState context for authenticated encryption
of the first/new message.

2. Keep calling Ri jndael128GCMProcesslV for successive parts of | V until the entire | V is processed.

3. Keep calling Ri jndael128GCMProcessAAD for successive parts of AAD until the entire AAD is processed.

Rijndael128GCMENcryptMessage

Encrypts an entire message and generates its
authentication tag in the GCM mode.

Syntax

IppStatus ippsRijndael128GCMEncryptMessage(const Ipp8u* pKey, IppsRijndaelKeylLength keylLen,
const Ipp8u* plV, Ipp32u ivLen, const lpp8u* pAAD, Ipp32u addLen, const lpp8u* pSrc, Ipp8u*
pDst , 1pp32u | en, Ipp8u* pTag, Ipp32u taglLen);

Parameters

pKey Pointer to the secret key.

keyLen Length of the secret key.

pl Vv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl Vv (in bytes).

pAAD Pointer to the additional authenticated data (not to be
encrypted).

aadLen Length of the additional authenticated data *pAAD (in bytes).

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext and ciphertext data stream (in bytes).

pTag Pointer to the authentication tag.

tagLen Length of the authentication tag *pTag (in bytes).
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
and computes the authentication tag according to GCM as specified in [NIST SP 800-38D]. Use this function if
the entire message is available. Otherwise, use the incremental functions.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length parameters do not meet any of

the following conditions:

keyLen = IppsRijndaelKeyl128 or keyLen = IppsRijndaelKey192 or
keyLen = IppsRijndaelKey256

ivLen >0

1 <taglLen < 16.

Rijndael128GCMDecryptMessage

Decrypts an entire message and generates its
authentication tag in the GCM mode.

Syntax

IppStatus ippsRijndael128GCMDecryptMessage(const Ipp8u* pKey, IppsRijndaelKeylLength keylLen,
const lpp8u* plV, Ipp32u ivLen, const lpp8u* pAAD, Ipp32u aadlLen, const lpp8u* pSrc, lpp8u*
pDst , 1pp32u | en, Ipp8u* pTag, Ipp32u taglLen);

Parameters

pKey Pointer to the secret key

keyLen Length of the secret key.

plVv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl V (in bytes).

pAAD Pointer to the additional authenticated data (not encrypted).
aadLen Length of additional authenticated data *pAAD (in bytes).
pSrc Pointer to the input ciphertext data stream of a variable length.
pDst Pointer to the resulting plaintext data stream.

I en Length of the plaintext and ciphertext data stream (in bytes).
pTag Pointer to the authentication tag.

tagLen Length of the authentication tag *pTag (in bytes).

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
and verifies the authentication tag according to GCM, as specified in [NIST SP 800-38D]. Use this function if the
entire message is available. Otherwise, use the incremental functions.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the length parameters do not meet any of

the following conditions:

keyLen = IppsRijndaelKeyl128 or keyLen = IppsRijndaelKeyl192 or
keyLen = IppsRijndaelKey256

ivLen >0

1 <taglLen <16.

Rijndael128GCMGetSize

DEPRECATED. Gets the size of the
IppsRijndael128GCMState context.

Syntax

IppStatus ippsRijndael128GCMGetSize(Ipp32u* pSi ze);

Parameters

pSi ze Pointer to the size of the IppsRijndael128GCMState context.
Description

This function is deprecated. Use Ri jndael 128GCMGetSizeManaged instead of it.

This function is declared in the ippcp.h file. The function gets the size of the IppsRijndael128GCMState
context in bytes and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if the specified pointer is NULL.

Rijndael128GCMGetSizeManaged

Gets the size of the 1ppsRi jndael 128GCMState context
for use of the AES-GCM implementation with the specified

characteristics.

Syntax

IppStatus ippsRijndael128GCMGetSizeManaged(1ppAESGCMbehaviour fl ag, Ipp32u* pSize);

Parameters

flag A flag that defines characteristics of the AES-GCM
implementation.

pSi ze Pointer to the size of the IppsRijndael128GCVMState context.
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Description

This function is declared in the ippcp.h file. The function takes characteristics of the AES-GCM implementation
from the input parameter f | ag, gets the size of the IppsRijndael128GCMState context (in bytes) needed to
perform encryption and/or decryption that uses the specified AES-GCM implementation, and stores the size in
*pSi ze. The f | ag parameter is the following enumerator:
typedef enum {

ippAESGCMdefaul t,

ippAESGCMsafe,
ippAESGCMtable2K

}
IppAESGCMbehaviour;

where the values define the following requirements for the characteristics of the AES-GCM implementation:

ippAESGCMdefault Minimum memory, that is, the minimum size of the context

ippAESGCMsafe Maximum protection against timing attacks
ippAESGCMtable2K Maximum performance of the implementation
NOTE. If your system is based on microprocessors that support an AES instruction set, the AES-GCM

implementation will meet all the above requirements regardless of the value of f | ag.

Optimization Notice

Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations
that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3 instruction
sets and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any
optimization on microprocessors not manufactured by Intel. Microprocessor-dependent optimizations in this
product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel
microarchitecture are reserved for Intel microprocessors. Please refer to the applicable product User and
Reference Guides for more information regarding the specific instruction sets covered by this notice.

Notice revision #20110804

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if the specified pointer is NULL.
Rijndael128GCMInit

DEPRECATED. Initializes user-supplied memory as the
IppsRi jndael 128GCMState context for future use.

Syntax

IppStatus ippsRijndaell128GCMInit(const lIpp8u* pKey, IppsRijndaelKeylLength keylLen,
IppsRi jndael128GCMState* pState);
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Parameters

pKey Pointer to the secret key.

keyLen Length of the secret key.

pSt ate Pointer to the IppsRijndael128GCMState context.
Description

This function is deprecated. Use Ri jndael128GCMInitManaged instead of it.

This function is declared in the ippcp.h file. The function initializes the memory pointed by pSt at e as
IppsRijndael128GCMState context. In addition, the function uses the initialization variable and additional
authenticated data to provide all necessary key material for both encryption and decryption.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.
ippStsLengthErr Indicates an error condition if keyLen is not set to
IppsRijndaelKey128, IppsRijndaelKeyl192 or
IppsRi jndaelKey256.

Rijndael128GCMInitManaged

Initializes user-supplied memory as the
IppsRijndael 128GCMState context for use of the
AES-GCM implementation with the specified
characteristics.

Syntax

IppStatus ippsRijndaell128GCMInitManaged(1ppAESGCMbehaviour fl ag, const Ipp8u* pKey,
IppsRijndaelKeyLength keylLen, IppsRijndaell28GCMState* pState);

Parameters

flag A flag that defines characteristics for the AES-GCM
implementation.

pKey Pointer to the secret key.

keyLen Length of the secret key.

pSt at e Pointer to the IppsRijndael128GCMState context.

99



2 Intel® Integrated Performance Primitives Reference Manual, Volume 4: Cryptography

Description

This function is declared in the ippcp.h file. The function takes characteristics of the AES-GCM implementation
from the input parameter f | ag and initializes the memory pointed by pSt at e as the IppsRi jndael128GCMState
context needed to perform encryption and/or decryption that uses the specified AES-GCM implementation. In
addition, the function uses the initialization variable and additional authenticated data to provide all necessary
key material for both encryption and decryption. The f | ag parameter is the following enumerator:

typedef enum {
ippAESGCMdefaul t,
ippAESGCMsafe,
ippAESGCMtable2K

IppAESGCMbehaviour;

where the values define the following requirements for the characteristics of the AES-GCM implementation:

ippAESGCMdefault Minimum memory, that is, the minimum size of the context
ippAESGCMsafe Maximum protection against timing attacks
ippAESGCMtable2K Maximum performance of the implementation

Call Rijndael128GCMInitManaged with the same value of f| ag as used in the previous call to Rijn-
dael128GCMGetSizeManaged.

NOTE. If your system is based on microprocessors that support an AES instruction set, the AES-GCM
implementation will meet all the above requirements regardless of the value of f | ag.

Optimization Notice

Intel's compilers may or may not optimize to the same degree for non-Intel microprocessors for optimizations
that are not unique to Intel microprocessors. These optimizations include SSE2, SSE3, and SSSE3 instruction
sets and other optimizations. Intel does not guarantee the availability, functionality, or effectiveness of any
optimization on microprocessors not manufactured by Intel. Microprocessor-dependent optimizations in this
product are intended for use with Intel microprocessors. Certain optimizations not specific to Intel
microarchitecture are reserved for Intel microprocessors. Please refer to the applicable product User and
Reference Guides for more information regarding the specific instruction sets covered by this notice.

Notice revision #20110804

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if keyLen is not set to

IppsRijndaelKey128, IppsRijndaelKey192 or IppsRijndaelKey256.
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See Also

Rijndael128GCMStart

Starts the process of authenticated encryption/decryption
for new message.

Syntax

IppStatus ippsRijndael128GCMStart(const Ipp8u* plV, Ipp32u ivLen, const Ipp8u* pAAD, Ipp32u
aadLen, IppsRijndaell28GCMState* pState);

Parameters

pl Vv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl Vv (in bytes).

pAAD Pointer to the additional authenticated data.

aadlLen Length of additional authenticated data * pAAD (in bytes).
pSt ate Pointer to the IppsRijndael128GCMState context.
Description

This function is declared in the ippcp.h file. The function resets internal counters and buffers of the *pSt at e
context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the length of the initialization vector
is zero.

Rijndael128GCMReset

Resets the IppsRijndael128GCMState context for
authenticated encryption/decryption of a new message.

Syntax

IppStatus ippsRijndael128GCMReset(1ppsRijndael128GCMState* pState);
Parameters

pSt at e Pointer to the IppsRijndael128GCMState context.
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Description

This function is declared in the ippcp.h file. The function resets the *pSt at e context to prepare it for either of
the following operations with a new message:

e encryption and tag generation

e decryption and tag authentication

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128GCMProcessIV

Processes an initial vector of a given length according to
the GCM specification.

Syntax

IppStatus ippsRijndael128GCMProcessliV(const Ipp8u* plV, Ipp32u ivLen,
IppsRi jndael128GCMState* pState);

Parameters

pl Vv Pointer to the initialization vector.

i vLen Length of the initialization vector *pl Vv (in bytes).
pSt at e Pointer to the IppsRijndael128GCMState context.
Description

This function is declared in the ippcp.h file. The function processes i vLen bytes of the initial vector *pl V as
specified in [NIST SP 800-38D].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the length of the initialization vector
is zero.
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Rijndael128GCMProcessAAD

Processes additional authenticated data of a given length
according to the GCM specification.

Syntax

IppStatus ippsRijndael128GCMProcessAAD(const lIpp8u* pAAD, Ipp32u aadlLen,
IppsRijndael128GCMState* pState);

Parameters

pAAD Pointer to the additional authenticated data.

aadLen Length of additional authenticated data *pAAD (in bytes).
pSt at e Pointer to the IppsRijndael128GCMState context.
Description

This function is declared in the ippcp.h file. The function processes aadlLen bytes of additional authenticated
data * pAAD as specified in [NIST SP 800-38D].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128GCMENcrypt

Encrypts a data buffer in the GCM mode.

Syntax

IppStatus ippsRijndael128GCMEncrypt(const lpp8u* pSrc, lpp8u* pDst, Ipp32u |len,
IppsRijndael128GCMState* pState);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.
pDst Pointer to the resulting ciphertext data stream.

I en Length of the plaintext and ciphertext data stream in bytes.
pSt at e Pointer to the IppsRijndael128GCMState context.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to GCM as specified in [NIST SP 800-38D].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128GCMDecrypt

Decrypts a data buffer in the GCM mode.

Syntax

IppStatus ippsRijndael128GCMDecrypt(const Ipp8u* pSrc, Ipp8u* pDst, Ipp32u |len,
IppsRi jndael128GCMState* pState);

Parameters

pSrc Pointer to the input ciphertext data stream of a variable length.
pDst Pointer to the resulting plaintext data stream.

I en Length of the plaintext and ciphertext data stream in bytes.
pState Pointer to the IppsRijndael128GCMState context.

Description

This function is declared in the ippcp.h file. The function decrypts the input cipher data stream of a variable
length according to GCM as specified in [NIST SP 800-38D].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Rijndael128GCMGetTag

Generates the authentication tag in the GCM mode.

Syntax

IppStatus ippsRijndaell28GCMGetTag (lpp8u* pTag, Ipp32u taglLen, const
IppsRijndael128GCMState* pSt at e);

Parameters

pTag Pointer to the authentication tag.

tagLen Length of the authentication tag *pTag (in bytes).
pSt at e Pointer to the IppsRijndael128GCMState context.
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Description

This function is declared in the ippcp.h file. The function generates and computes the authentication tag of
length t agLen according to GCM as specified in [NIST SP 800-38D]. A call to ippsRi jndael 128GCMGetTag does
not stop the process of authenticated encryption/decryption.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if tagLen <1 or tagl en >16.

Blowfish Functions

Blowfish is a 16-round Feistel block cipher. Under this algorithm, the block size is 64 bits and the key can be of
any size up to 448 bits. Although the algorithm requires a computationally intensive key expansion process that
creates a set of eighteen 32-bit subkeys plus four 8x32-bit S-boxes derived from the input key, for a total of
4168 bytes, the actual encryption of streaming data is very efficient for software implementation.

This section describes the functions performing various operational modes under the Blowfish cipher systems.
The implementation of the functions described in this section complies with the Blowfish cipher schemes.

Table “Intel IPP Blowfish Algorithm Functions” lists Intel IPP Blowfish algorithm functions.
Intel IPP Blowfish Algorithm Functions

Function Base Name Operation

BlowfishGetSize Gets the size of the IppsBlowFishSpec context.

Blowfishilnit Initializes user-supplied memory as IppsBlowFfishSpec context for
future use.

BlowfishPack, BlowfishUnpack Packs/unpacks the I ppsBlowFishSpec context into/from a user-defined
buffer.

BlowfishEncryptECB Encrypts input plaintext according to Blowfish scheme in the ECB mode.

BlowfishDecryptECB Decrypts byte data stream according to Blowfish scheme in the EBC mode.

BlowfishEncryptCBC Encrypts byte data stream according to Blowfish scheme in the CBC mode.

BlowfishDecryptCBC Decrypts byte data stream according to Blowfish scheme in the CBC mode.

BlowfishEncryptCFB Encrypts byte data stream according to Blowfish scheme in the CFB mode.

BlowfishDecryptCFB Decrypts byte data stream according to Blowfish scheme in the CFB mode.

BlowfishEncryptOFB Encrypts byte data stream according to Blowfish scheme in the OFB mode.

BlowfishDecryptOFB Decrypts byte data stream according to Blowfish scheme in the OFB mode.

BlowfishEncryptCTR Encrypts a variable length data stream in the CTR mode.

BlowfishDecryptCTR Decrypts a variable length data stream in the CTR mode.

Throughout this section, the functions for Blowfish baseline cipher scheme employ the context 1ppsBlowfishSpec.
It serves as an operational vehicles to carry not only both a set of subkeys and a set of S-Boxes, but also the
key management information.

Once the respective initialization function has generated a set of subkeys and S-Boxes, the functions for ECB,
CBC, CFB, and CTR modes are ready for the execution of either encrypting or decrypting the streaming data
with the selected padding scheme.
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The application code for conducting a typical encryption under CBC mode using Blowfish scheme should follow
the sequence of operations as outlined below:

1. Get the buffer size required to configure the context IppsBlowfishSpec by calling the function BlowfishGet-
Size.

2. Call the operating system memory allocation service function to allocate a buffer whose size is no less than
the one specified by the function BlowfishGetSize.

3. Initialize the context IppsBlowfishSpec * pCt x by calling the function BlowFfishlInit with the allocated
buffer and the respective Blowfish cipher key of the specified size.

4. Specify the initialization vector and the padding scheme, then call the function BlowfishEncryptCBC to
encrypt the input data stream using the Blowfish encryption function with CBC mode.

5. Call the operating system memory free service function to release the buffer allocated for the context
IppsBlowfishSpec, if needed.

The IppsBlowfFishSpec context is position-dependent. The BlowfishPack/BlowfishUnpack functions transform
the position-dependent context to a position-independent form and vice versa.

BlowfishGetSize

Gets the size of the 1ppsBlowfishSpec context.

Syntax
IppStatus ippsBlowfishGetSize(int* pSize);

Parameters

pSi ze Pointer to the IppsBlowfishSpec context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsBlowfishSpec context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
Blowfishinit

Initializes user-supplied memory as the
IppsBlowfishSpec context for future use.

Syntax

IppStatus ippsBlowfishlnit(const Ipp8u *pKey, int keyl en, IppsBlowfishSpec* pCtx);
Parameters

pKey Pointer to the Blowfish key.

keyl en Key byte stream length in bytes.
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pCt x Pointer to the IppsBlowfishSpec context being initialized.

Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsBlowfishSpec context. In addition, the function uses the key to provide all necessary key material for both
encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if keyl en is less than 1 or greater than
56.

BlowfishPack, BlowfishUnpack

Packs/unpacks the 1ppsBlowfishSpec context into/from
a user-defined buffer.

Syntax
IppStatus ippsBlowfishPack (const IppsBlowfishSpec* pCtx, Ipp8u* pBuffer);
IppStatus ippsBlowfishUnpack (const lpp8u* pBuffer, IppsBlowFishSpec* pCtx);

Parameters

pCt x Pointer to the IppsBlowfishSpec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The BlowFishPack function transforms the *pCt x context to a
position-independent form and stores it in the * pBuf f er buffer. The BlowFishUnpack function performs the
inverse operation, that is, transforms the contents of the *pBuf f er buffer into a normal IppsBlowfishSpec
context. The BlowFishPack and BlowFishUnpack functions enable replacing the position-dependent
IppsBlowfishSpec context in the memory.

Call the BlowfishGetSize function prior to BlowFishPack/BlowFishUnpack to determine the size of the buffer.
Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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BlowfishEncrypteCB

Encrypts input plaintext in the ECB mode.

Syntax

IppStatus ippsBlowfFishEncryptECB(const Ipp8u *pSrc, Ipp8u *pDst, int scrlen, const
IppsBlowfishSpec* pCt x, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by data block
Size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

BlowfishDecrypteCB

Decrypts byte data stream according to Blowfish scheme
in the EBC mode.

Syntax

IppStatus ippsBlowfFishDecryptECB(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsBlowfishSpec* pCt x, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.
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pCt x Pointer to the IppsBlowfishSpec context.
paddi ng IppsCPPaddingNONE padding scheme.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunErr Indicates an error condition if srcl en is not divisible by cipher
block size.

BlowfishEncryptCBC

Encrypts byte data stream according to Blowfish scheme
in the CBC mode.

Syntax

IppStatus ippsBlowfishEncryptCBC(const lIpp8u* pSrc, lpp8u* pDst, int srclen, const
IppsBlowfishSpec* pCt x, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunkErr Indicates an error condition if srclen is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

BlowfishDecryptCBC

Decrypts byte data stream according to Blowfish scheme
in the CBC mode.

Syntax

IppStatus ippsBlowfishDecryptCBC(const lpp8u* pSrc, lpp8u* pDst, int srclen, const
IppsBlowfishSpec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

pl v Pointer to the initialization vector for CBC mode operation.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.
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BlowfishEncryptCFB

Encrypts byte data stream according to Blowfish scheme
in the CFB mode.

Syntax

IppStatus ippsBlowfishEncryptCFB(const Ipp8u* pSrc, Ipp8u* pDst, Int srcLen, int cfbBl kSi ze,
const IppsBlowfishSpec* pCt x, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsunderRunErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

BlowfishDecryptCFB

Decrypts byte data stream according to Blowfish scheme
in the CFB mode.

Syntax

IppStatus ippsBlowfishDecryptCFB(const Ipp8u* pSrc, lIpp8u* pDst, Int srclen, int cfbBl kSi ze,
const IppsBlowFishSpec* pCtx, const Ipp8u* plV, IppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcLen is not divisible by cipher
block size.

BlowfishEncryptOFB

Encrypts a variable length data stream according to
Blowfish scheme in the OFB mode.

Syntax

IppStatus ippsBlowFishEncryptOFB (const Ipp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsBlowfishSpec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the
of bBI kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

BlowfishDecryptOFB

Decrypts a variable length data stream according to
Blowfish scheme in the OFB mode.

Syntax

IppStatus ippsBlowfishDecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int srclen, int
of bBl kSi ze, const IppsBlowfishSpec* pCx, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsBl owf i shSpec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunErr

ippStsOFBSizeErr
ippStsContextMatchErr

BlowfishEncryptCTR

Indicates an error condition if srcl en i s not divisible by the
of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBI kSi ze is illegal.

Indicates an error condition if the context parameter does not
match the operation.

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsBlowFishEncryptCTR(const lpp8u* pSrc, Ipp8u* pDst, int srcLen, const

IppsBlowfishSpec* pCt x,

Parameters

pSrc

pDst

srclLen

pCt x
pCtrVal ue
ctrNunBit Si ze

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length

Ipp8u* pCtrValue , int ctrNunBitSize);

Pointer to the input plaintext data stream of a variable length.
Pointer to the resulting ciphertext data stream.

Length of the plaintext data stream in bytes.

Pointer to the IppsBlowfishSpec context.

Pointer to the counter data block.

Number of bits in the specific part of the counter to be
incremented.

according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNul IPtrErr
ippStsLengthErr

ippStsCTRSizeErr

ippStsContextMatchErr
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Symmetric Cryptography Primitive Functions 2

BlowfishDecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsBlowfishDecryptCTR(const lIpp8u* pSrc, Ipp8u* pDst, int srcLen, const
IppsBlowfishSpec* pCix, lpp8u* pCtrVal ue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable
length.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsBlowfishSpec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Example of Using Blowfish Functions

Blowfish Encryption and Decryption
// use of the CBC mode

void BF_sample(void){
// size of Blowfish algorithm block is equal to 8
const int bfBIkSize = 8;

// get the size of the context needed for the encryption/decryption operation
int ctxSize;
ippsBlowfishGetSize(&ctxSize);

// and allocate one

IppsBlowfishSpec* pCtx = (IppsBlowfishSpec*)( new Ipp8u [ctxSize] );

// define the key
// note that the key length may vary from 1 to 56 bytes
Ipp8u key[] = {0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,
0x08,0x09,0x10,0x11,0x12,0x13,0x14,0x15,
0x16,0x17%};

// and prepare the context for Blowfish usage

ippsBlowfishlnit(key,sizeof(key), pCtx);

// define the message to be encrypted
Ipp8u ptext[] = {"quick brown fox jupm over lazy dog'};

// define an initial vector
Ipp8u iv[bfBIkSize] = {0x77,0x66,0x55,0x44,0x33,0x22,0x11,0x00};

// allocate enough memory for the ciphertext

// note that

// the size of the ciphertext is always multiple of the cipher block size
Ipp8u ctext[(sizeof(ptext)+bfBIkSize-1) &~(bfBIkSize-1)];

// encrypt (CBC mode) ptext message
// pay attention to the "length® parameter
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// it defines the number of bytes to be encrypted
ippsBlowfishEncryptCBC(ptext, ctext, sizeof(ptext),
pCtx,

iv,
IppsCPPaddingPKCS7);
// allocate memory for the decrypted message
Ipp8u rtext[sizeof(ptext)];
// decrypt (CBC mode) ctext message
// pay attention to the "length® parameter
// it defines the number of bytes to be decrypted
ippsBlowfishDecryptCBC(ctext, rtext, sizeof(ptext),
pCtx,
iv,
IppsCPPaddingPKCS7);
delete (Ipp8u*)pCtx;

Twofish Functions

Twofish is a 16-round Feistel block cipher. The block size is 128 bits and the key can be any size up to 256 bits.
The algorithm is one of the five Advanced Encryption Standard (AES) finalists. The cipher design for both the
round function and key schedule enables an efficient implementation in software. Even though Twofish is free
and not patented, it is nevertheless efficient and highly secure block cipher.

This section describes the functions for various operational modes under the Twofish cipher systems. The functions
in this section are implemented to comply to the Twofish cipher schemes documented and submitted to NIST
for candidacy of AES by B. Schneier.

Table “Intel IPP Twofish Algorithm Functions” lists Intel IPP Twofish algorithm functions:
Intel IPP Twofish Algorithm Functions

Function Base Name Operation

TwofishGetSize Gets the size of the IppsTwoFishSpec context.

TwoFishlnit Initializes user-supplied memory as IppsTwofishSpec context for future use.
TwofishPack, Packs/unpacks the IppsTwoFfishSpec context into/from a user-defined buffer.
TwofishUnpack

TwofishEncryptECB Encrypts input plaintext according to Twofish scheme in the ECB mode.
TwofishDecryptECB Decrypts byte data stream according to Twofish scheme in the EBC mode.
TwoFishEncryptCBC Encrypts byte data stream according to Twofish scheme in the CBC mode.
TwofishDecryptCBC Decrypts byte data stream according to Twofish scheme in the CBC mode.
TwoTishEncryptCFB Encrypts byte data stream according to Twofish scheme in the CFB mode.
TwofishDecryptCFB Decrypts byte data stream according to Twofish scheme in the CFB mode.

117



2 Intel® Integrated Performance Primitives Reference Manual, Volume 4: Cryptography

Function Base Name Operation

TwoFfishEncryptOFB Encrypts byte data stream according to Twofish scheme in the OFB mode.
TwofishDecryptOFB Decrypts byte data stream according to Twofish scheme in the OFB mode.
TwoTishEncryptCTR Encrypts a variable length data stream in the CTR mode.
TwofishDecryptCTR Decrypts a variable length data stream in the CTR mode.

Throughout this section, the functions for Twofish baseline cipher scheme employ the context IppsTwofishSpec.

This structure serves as an operational vehicle to carry not only both a set of subkeys and a set of S-Boxes, but
also the key management information.

Once the respective initialization function has generated a set of subkeys and S-Boxes, the functions for ECB,
CBC, CFB, and CTR modes are ready to the execution of either encrypting or decrypting the streaming data with
the selected padding scheme.

The application code for conducting typical encryption under the CBC mode using the Twofish scheme should
follow the sequence of operations as outlined below:

1. Get the buffer size required to configure the context IppsTwofishSpec by calling the function TwofishGet-
Size.

2. Call operating system memory allocation service function to allocate a buffer whose size is not less than the
one specified by the function TwofishGetSize.

3. Initialize the context IppsTwoFfishSpec * pCt x by calling the function Twofishlnit with the allocated buffer
and the respective Twofish cipher key of the specified size.

4. Specify the initialization vector and the padding scheme, then call the function TwofishEncryptCBC to
encrypt the input data stream using the Twofish encryption function with CBC mode.

5. Call the operating system memory free service function to release the buffer allocated for the context
IppsTwofishSpec, if needed.

The IppsTwoFfishSpec context is position-dependent. The TwofishPack/TwofishUnpack functions transform
the position-dependent context to a position-independent form and vice versa.

TwofishGetSize

Gets the size of the 1ppsTwofishSpec context.

Syntax
IppStatus ippsTwofishGetSize(int* pSi ze);

Parameters
pSi ze Pointer to the IppsTwofishSpec context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsTwofishSpec context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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Twofishlnit

Initializes user-supplied memory as the
IppsTwoFishSpec context for future use.

Syntax

IppStatus ippsTwofishinit(const Ipp8u *pKey, int keylen, lppsTwofishSpec* pCx);
Parameters

pKey Pointer to the Twofish key.

keyl en Key byte stream length in bytes.

pCt x Pointer to the IppsTwofishSpec context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsTwofishSpec context. In addition, the function uses the key to provide all necessary key material for both
encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if keyl en is less than 1 or greater than
32.

TwofishPack, TwofishUnpack

Packs/unpacks the 1ppsTwofishSpec context into/from
a user-defined buffer.

Syntax
IppStatus ippsTwofishPack (const IppsTwofishSpec* pCx, Ipp8u* pBuffer);
IppStatus ippsTwofishUnpack (const Ipp8u* pBuffer, IppsTwofishSpec* pCtx);

Parameters

pCt x Pointer to the IppsTwofishSpec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The TwofishPack function transforms the *pCt x context to a
position-independent form and stores it in the * pBuf f er buffer. The TwofishUnpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsTwofishSpec
context. The TwoFishPack and TwoFfishUnpack functions enable replacing the position-dependent
IppsTwofishSpec context in the memory.
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Call the TwoTishGetSize function prior to TwoFishPack/TwofishUnpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
TwofishEncrypteCB

Encrypts input plaintext in the ECB mode.

Syntax

IppStatus ippsTwofishEncryptECB(const Ipp8u *pSrc, lpp8u *pDst, int scrlen, const
IppsTwofishSpec* pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the input data stream in bytes.

pCt x Pointer to the IppsTwofishSpec context.

paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the cipher scheme specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TwofishDecrypteECB

Decrypts byte data stream according to Twofish scheme
in the EBC mode.

Syntax

IppStatus ippsTwofishDecryptECB(const Ipp8u* pSrc, lpp8u* pDst, int srclen, const
IppsTwofishSpec* pC x, IppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsTwofishSpec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.

TwofishEncryptCBC

Encrypts byte data stream according to Twofish scheme
in the CBC mode.

Syntax

IppStatus ippsTwofishEncryptCBC(const Ipp8u* pSrc, Ipp8u* pDst, int srclen, const
IppsTwofishSpec* pCt x, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream length in bytes.

pCt x Pointer to the IppsTwofishSpec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsUnderRunErr Indicates an error condition if srclen is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TwofishDecryptCBC

Decrypts byte data stream according to Twofish scheme
in the CBC mode.

Syntax

IppStatus ippsTwofishDecryptCBC(const Ipp8u* pSrc, lpp8u *pDst, int srclen, const
IppsTwofishSpec* pCt x, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of the variable
length.

srclen Length of the ciphertext data stream length in bytes.

pCt x Pointer to the IppsDESSpec context.

pl Vv Pointer to the initialization vector for CBC mode operation.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CBC mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcl en is not divisible by cipher
block size.
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TwofishEncryptCFB

Encrypts byte data stream according to Twofish scheme
in the CFB mode.

Syntax

IppStatus ippsTwofishEncryptCFB(const lpp8u* pSrc, Ipp8u* pDst, int srcLen, int cfbBl kSize,
const IppsTwofishSpec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclLen Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsTwofishSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsunderRunErr Indicates an error condition if srcLen i s not divisible by cf bBI kSi ze
parameter value.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TwofishDecryptCFB

Decrypts byte data stream according to Twofish scheme
in the CFB mode.

Syntax

IppStatus ippsTwofishDecryptCFB(const lpp8u* pSrc, Ipp8u* pDst, int srclen, int cfbBl kS ze,
const IppsTwofishSpec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of variable length.
srclen Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsTwofishSpec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of variable length
according to the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCFBSizeErr Indicates an error condition if the value for cf bBl kSi ze is illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsUnderRunkErr Indicates an error condition if srcLen is not divisible by cipher
block size.

TwofishEncryptOFB

Encrypts a variable length data stream according to
Twofish scheme in the OFB mode.

Syntax

IppStatus ippsTwoFishEncryptOFB (const lpp8u* pSrc, lpp8u* pDst, int srclen, int of bBl kSi ze,
const IppsTwofishSpec* pCtx, lpp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsTwof i shSpec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the
of bBI kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TwofishDecryptOFB

Decrypts a variable length data stream according to
Twofish scheme in the OFB mode.

Syntax

IppStatus ippsTwofishDecryptOFB (const lpp8u* pSrc, lpp8u* pDst, int srclen, int of bBl kSi ze,
const IppsTwoFfishSpec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

srclen Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the | ppsTwofi shSpec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsUnderRunkErr Indicates an error condition if srcl en i s not divisible by the

of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

TwofishEncryptCTR

Encrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsTwofishEncryptCTR(const Ipp8u* pSrc, lpp8u* pDst, int srcLen, const
IppsTwoFfishSpec* pCtx, Ipp8u* pCirValue , int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

srcLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsTwofishSpec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBit Si ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
according to the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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TwofishDecryptCTR

Decrypts a variable length data stream in the CTR mode.

Syntax

IppStatus ippsTwofishDecryptCTR(const Ipp8u* pSrc, lpp8u* pDst, int srcLen, const
IppsTwoFfishSpec* pCtx, Ipp8u* pCirVal ue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream.

pDst Pointer to the resulting plaintext data stream of a variable
length.

srclLen Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsTwofishSpec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the CTR mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the output data stream length is
less than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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Example of Using Twofish Functions

Twofish Encryption and Decryption
// use of the FCB mode

void TF_sample(void){
// size of the Twofish algorithm block is equal to 16
const int tfBIkSize = 16;

// get the size of the context needed for the encryption/decryption operation
int ctxSize;

ippsTwofishGetSize(&ctxSize);

// and allocate one

IppsTwofishSpec* pCtx = (IppsTwofishSpec*)( new Ipp8u [ctxSize] );

// define the key

// note that the key length may vary from 16 to 32 bytes

Ipp8u key[] = {0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,
0x08,0x09,0x10,0x11,0x12,0x13,0x14,0x15,
0x16,0x17%};

// and prepare the context for Twofish usage

ippsTwofishiInit(key,sizeof(key), pCtx);

// define the message to be encrypted
Ipp8u ptext[] = {"quick brown fox jupm over lazy dog'};

// fcb value (bytes)
const int cfbBlkSize = 2;

// define an initial vector
Ipp8u iv[tfBIkSize] = {Oxff,0xee,0xdd,0xcc,0xbb,0xaa,0x99,0x88,
0x77,0x66,0x55,0x44,0x33,0x22,0x11,0x00};
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// allocate enough memory for the ciphertext

// note that

// the size of the ciphertext is always multiple of the cfbBIkSize size
Ipp8u ctext[(sizeof(ptext)+cfbBIkSize-1) &~(cfthBIkSize-1)];

// encrypt (CFB mode) ptext message
// pay attention to the "length® parameter
// it defines the number of bytes to be encrypted
ippsTwofishEncryptCFB(ptext, ctext, sizeof(ptext), cfbBlkSize,
pCtx,
iv,
IppsCPPaddingPKCS7);
// allocate memory for the decrypted message
Ipp8u rtext[sizeof(ptext)];
// decrypt (CFB mode) ctext message

// pay attention to the "length® parameter
// it defines the number of bytes to be decrypted
ippsTwofishDecryptCFB(ctext, rtext, sizeof(ptext), cfbBIkSize,
pCtx,
iv,
1ppsCPPaddingPKCS7);
delete (Ipp8u*)pCtx;

RC5* Functions

RC5, introduced by R.Rivest, is a fast symmetric block cipher that has a variable block size, variable key length,
variable number of rounds and heavily uses data-independent rotations. Intel IPP for Cryptography implements
functions for RC5 algorithm with 64- and 128-bit block sizes.

This section describes functions for various operational modes of RC5 cipher systems. The functions are
implemented to comply with the RC5 cipher schemes documented in [RC5].
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Table “Intel IPP RC5 Functions” lists Intel IPP RC5 functions.
Intel IPP RC5 Functions

Function Base Name Operation
Functions for 64-bit Block Size
ARCFiveb4GetSize Gets the size of the IppsARCFive64Speccontext.

ARCFive64Init

ARCFive64Pack, ARCFive64Unpack

Initializes user-supplied memory as the 1ppsARCFive64Spec context
for future use.

Packs/unpacks the ARCFive64Spec context into/from a user-defined
buffer.

ARCFive64EncryptECB Encrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the ECB mode.

ARCFive64DecryptECB Decrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the ECB mode.

ARCFive64EncryptCBC Encrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the CBC mode.

ARCFive64DecryptCBC Decrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the CBC mode.

ARCFive64EncryptCFB Encrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the CFB mode.

ARCFive64DecryptCFB Decrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the CFB mode.

ARCFive64EncryptOFB Encrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the OFB mode.

ARCFive64DecryptOFB Decrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the OFB mode.

ARCFive64EncryptCTR Encrypts a variable length data stream using the RC5 cipher with 64-bit
block size in the CTR mode.

ARCFive64DecryptCTR Decrypts a variable length data stream using the RC5 cipher with 64-bit

Functions for 128-bit Block Size

ARCFivel28GetSize
ARCFivel28Init

ARCFivel28Pack/ARCFivel28Unpack

block size in the CTR mode.

Gets the size of the IppsARCFivel28Spec context.
Initializes user-supplied memory as the IppsARCFivel28Spec context
for future use.

Packs/unpacks the ARCFivel28Spec context into/from a user-defined
buffer.

ARCFivel28EncryptECB Encrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the ECB mode.

ARCFivel28DecryptECB Decrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the ECB mode.

ARCFivel28EncryptCBC Encrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the CBC mode.

ARCFivel28DecryptCBC Decrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the CBC mode.

ARCFivel28EncryptCFB Encrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the CFB mode.

ARCFivel28DecryptCFB Decrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the CFB mode.

ARCFivel28EncryptOFB Encrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the OFB mode.

ARCFivel28DecryptOFB Decrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the OFB mode.

ARCFivel28EncryptCTR Encrypts a variable length data stream using the RC5 cipher with 128-bit
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Function Base Name Operation

ARCFivel28DecryptCTR Decrypts a variable length data stream using the RC5 cipher with 128-bit
block size in the CTR mode.

Throughout this section, the functions for the RC5 cipher with 64-bit block size employ the context
IppsARCFive64Spec and the functions for the RC5 cipher with 128-bit block size employ the context
IppsARCFivel28Spec. These contexts serve as operational vehicles to carry variables needed to accomplish
RC5 encryption/decryption, namely the number of rounds and expanded key table S.

Once the respective initialization function generates these variables, the functions for ECB, CBC, CFB, and other
modes are ready for either encrypting or decrypting the streaming data with the specified padding scheme.

The application code for conducting a typical encryption in the CBC mode using the RC5 cipher with 64-bit block
size should follow the sequence of operations outlined below:

1. Get the size required to configure the context 1 ppsARCFive64Spec by calling the function ARCFive64GetSize.
2. Allocate a buffer whose size is not less than the function ARCFive64GetSize returns by calling the memory
allocation service function of the operating system.

3. Initialize the context 1ppsARCFive64Spec *pCt x by calling the function ARCFive64Init with the allocated
buffer and the respective RC5 cipher key of the specified size.

4. Specify the initialization vector and the padding scheme and then call the function ARCFive64EncryptCBC
to encrypt the input data stream using the RC5 cipher in the CBC mode.

5. Release the memory allocated to the buffer by calling the respective operating system function.

NOTE. Similar procedure can be applied for ECB, CFB, OFB, and CTR modes of operation as well
as the RC5 cipher with 128-bit block size.

The ARCFive64Spec and ARCFivel28Spec contexts are position-dependent. The ARCFive64Pack/ARCFive64Un-
pack and ARCFivel28Pack/ARCFivel28Unpack functions transform the respective position-dependent context
to a position-independent form and vice versa.

RC5* Algorithm Functions for 64-bit Block Size

ARCFive64GetSize

Gets the size of the 1ppsARCFive64Spec context.

Syntax

IppStatus ippsARCFive64GetSize (int rounds, int* pSize);

Parameters

rounds The number of rounds for the cipher.

pSi ze Pointer to the size value of the IppsARCFive64Spec context.
Description

This function is declared in the ippcp.h file. The function gets the IppsARCFive64Spec context size in bytes
and stores it in *pSi ze.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFive64Init

Initializes user-supplied memory as the
IppsARCFive64Spec context for future use.

Syntax

IppStatus ippsARCFive64Init (const lpp8u *pKey, int keylen, int rounds, IppsARCFive64Spec*
pPax);

Parameters

pKey Pointer to the RC5 key.

keyl en Key byte stream length in bytes.

rounds The number of rounds for the cipher.

pCt x Pointer to the | ppsARCFi ve64Spec context.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsARCFive64Spec context. In addition, the function uses the key to provide all necessary key material for
both encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if keyl en is less than 1 or greater than
256.

ARCFive64Pack, ARCFive64Unpack

Packs/unpacks the IppsARCFive64Spec context
into/from a user-defined buffer.

Syntax
IppStatus ippsARCFive64Pack (const IppsARCFive64Spec* pCtx, Ipp8u* pBuffer);
IppStatus ippsARCFive64Unpack (const Ipp8u* pBuffer, IppsARCFive64Spec* pCtx);

Parameters
pCt x Pointer to the IppsARCFive64Spec context.
pBuf f er Pointer to the user-defined buffer.
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Description

This functions are declared in the ippcp.-h file. The ARCFive64Pack function transforms the * pCt x context to
a position-independent form and stores it in the * pBuf f er buffer. The ARCFive64Unpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal 1ppsARCFive64Spec
context. The ARCFive64Pack and ARCFive64Unpack functions enable replacing the position-dependent
IppsARCFive64Spec context in the memory.

Call the ARCFive64GetSize function prior to ARCFive64Pack/ARCFive64Unpack to determine the size of the
buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFive64EncrypteCB

Encrypts a variable length data stream using the RC5
cipher with 64-bit block size in the ECB mode.

Syntax

IppStatus ippsARCFive64EncryptECB (const Ipp8u* pSrc, Ipp8u* pDst, int | ength, const
IppsARCFive64Spec* pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I ength Length of the input data stream in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunkErr Indicates an error condition if | engt h is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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ARCFive64DecrypteCB

Decrypts a variable length data stream using the RC5
cipher with 64-bit block size in the ECB mode.

Syntax

IppStatus ippsARCFive64DecryptECB (const Ipp8u* pSrc, Ipp8u* pDst, int | ength, const
IppsARCFive64Spec* pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

[ ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the ECB mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunErr Indicates an error condition if | engt h is not divisible by data block
Size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive64€ncryptCBC

Encrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CBC mode.

Syntax

IppStatus ippsARCFive64EncryptCBC (const Ipp8u* pSrc, Ipp8u* pDst, int |l ength, const
IppsARCFive64Spec* pCt x, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

[ ength Length of the plaintext data stream in bytes.
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pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the CBC mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunkErr Indicates an error condition if | engt h is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive64DecryptCBC

Decrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CBC mode.

Syntax

IppStatus ippsARCFive64DecryptCBC (const Ipp8u* pSrc, lIpp8u* pDst, int | ength, const
IppsARCFive64Spec* pCtx, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the CBC mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to O.

ippStsUnderRunkErr Indicates an error condition if | engt h is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive64€EncryptCFB

Encrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CFB mode.

Syntax

IppStatus ippsARCFive64EncryptCFB (const Ipp8u* pSrc, lpp8u* pDst, int length, int
cf bBl kSi ze, const IppsARCFive64Spec* pCtx, const lpp8u* plV, lIppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| engt h Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if | engt h i s not divisible by the
cf bBl kSi ze parameter value.
ippStsCFBSizeErr Indicates an error condition if the value of cf bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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ARCFive64DecryptCFB

Decrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CFB mode.

Syntax

IppStatus ippsARCFive64DecryptCFB (const Ipp8u* pSrc, Ipp8u* pDst, int length, int
cfbBl kSi ze, const IppsARCFive64Spec* pCtx, const lpp8u* plV, lppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

[ ength Length of the ciphertext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunErr Indicates an error condition if | engt h i s not divisible by the
cf bBl kSi ze parameter value.
ippStsCFBSizeErr Indicates an error condition if the value of cf bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive64€EncryptOFB

Encrypts a variable length data stream using the RC5
cipher with 64-bit block size in the OFB mode.

Syntax

IppStatus ippsARCFive64EncryptOFB (const Ipp8u* pSrc, lpp8u* pDst, int length, int
of bBl kSi ze, const IppsARCFive64Spec* pCtx, lpp8u* plV);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I ength Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNul IPtrErr
ippStsLengthErr

ippStsUnderRunErr

ippStsOFBSizeErr
ippStsContextMatchErr

ARCFive64DecryptOFB

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the input data stream length is less
than or equal to zero.

Indicates an error condition if | engt h i s not divisible by the
of bBI kSi ze parameter value.

Indicates an error condition if the value of of bBI kSi ze is illegal.

Indicates an error condition if the context parameter does not
match the operation.

Decrypts a variable length data stream using the RC5
cipher with 64-bit block size in the OFB mode.

Syntax

IppStatus ippsARCFive64DecryptOFB (const Ipp8u* pSrc, lIpp8u* pDst, int length, int
of bBl kSi ze, const IppsARCFive64Spec* pCtx, lpp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

I ength Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
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Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if | engt h i s not divisible by the
of bBI kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive64€ncryptCTR

Encrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CTR mode.

Syntax

IppStatus ippsARCFive64EncryptCTR (const Ipp8u* pSrc, lpp8u* pDst, int | ength, const
IppsARCFive64Spec* pCtx, Ipp8u* pCtrValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

pDst Pointer to the resulting ciphertext data stream.

I ength Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less

than or equal to zero.
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ippStsCTRSizeErr

ippStsContextMatchErr

ARCFive64DecryptCTR

Indicates an error condition if the value of the ctr NunBi t Si ze is
illegal.

Indicates an error condition if the context parameter does not
match the operation.

Decrypts a variable length data stream using the RC5
cipher with 64-bit block size in the CTR mode.

Syntax

IppStatus ippsARCFive64DecryptCTR (const Ipp8u* pSrc, Ipp8u* pDst, int | ength, const

IppsARCFive64Spec* pCtx,

Ipp8u* pCtrVal ue, Int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.

pDst Pointer to the resulting plaintext data stream.

I ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFive64Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsCTRSizeErr

ippStsContextMatchErr
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RC5* Algorithm Functions for 128-bit Block Size

ARCFive128GetSize

Gets the size of the IppsARCFive128Spec context.

Syntax

IppStatus ippsARCFivel28GetSize (int rounds, Int* pSize);

Parameters

rounds The number of rounds for the cipher.

pSi ze Poiner to the size of the IppsARCFivel28Spec context.
Description

This function is declared in the ippcp.h file. The function gets the IppsARCFivel28Spec context size in bytes
and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ARCFive128Init

Initializes user-supplied memory as the
IppsARCFive128Spec context for future use.

Syntax

IppStatus ippsARCFivel28Init (const Ipp8u *pKey, int keyl en, int rounds, IppsARCFivel28Spec*
pPCtx);

Parameters

pKey Pointer to the RC5 key.

keyl en Key byte stream length in bytes.

rounds The number of rounds for the cipher.

pCt x Pointer to the IppsARCFivel28Spec context.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsARCFivel28Spec context. In addition, the function uses the key to provide all necessary key material for
both encryption and decryption operations.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if keyl en is less than 1 or greater than
256.

ARCFive128Pack, ARCFive128Unpack

Packs/unpacks the IppsARCFivel28Spec context
into/from a user-defined buffer.

Syntax
IppStatus ippsARCFivel28Pack (const IppsARCFivel28Spec* pCtx, Ipp8u* pBuffer);
IppStatus ippsARCFivel28Unpack (const Ipp8u* pBuffer, IppsARCFivel28Spec* pCtx);

Parameters

pCt x Pointer to the IppsARCFivel28Spec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The ARCFivel28Pack function transforms the * pCt x context to
a position-independent form and stores it in the * pBuf f er buffer. The ARCFivel28Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsARCFivel28Spec
context. The ARCFivel28Pack and ARCFivel28Unpack functions enable replacing the position-dependent
IppsARCFivel28Spec context in the memory.

Call the ARCFivel28GetSize function prior to ARCFivel28Pack/ARCFivel28Unpack to determine the size of
the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFive128€EncrypteCB

Encrypts a variable length data stream using the RC5
cipher with 128-bit block size in the ECB mode.

Syntax

IppStatus ippsARCFivel28EncryptECB (const Ipp8u* pSrc, Ipp8u* pDst, int |ength, const
IppsARCFivel28Spec* pCt x, lppsCPPadding paddi ng);
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Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I ength Length of the input data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the ECB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunErr Indicates an error condition if | engt h is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive128DecrypteCB

Decrypts a variable length data stream using the RC5
cipher with 128-bit block size in the EBC mode.

Syntax

IppStatus ippsARCFivel28DecryptECB (const Ipp8u* pSrc, Ipp8u* pDst, int |ength, const
IppsARCFivel28Spec* pCt x, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

[ ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the ECB mode as specified in the [NIST SP 800-38A].
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Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsUnderRunErr

ippStsContextMatchErr

ARCFive128€EncryptCBC

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the input data stream length is less
than or equal to 0.

Indicates an error condition if | engt h is not divisible by data block
size.

Indicates an error condition if the context parameter does not
match the operation.

Encrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CBC mode.

Syntax

IppStatus ippsARCFivel28EncryptCBC (const lIpp8u* pSrc, lIpp8u* pDst, int |length, const
IppsARCFivel28Spec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

| ength Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the CBC mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsUnderRunErr

ippStsContextMatchErr
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Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the input data stream length is less
than or equal to 0.

Indicates an error condition if | engt h is not divisible by data block
size.

Indicates an error condition if the context parameter does not
match the operation.
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ARCFive128DecryptCBC

Decrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CBC mode.

Syntax

IppStatus ippsARCFivel28DecryptCBC (const lpp8u* pSrc, Ipp8u* pDst, int | ength, const
IppsARCFivel28Spec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

[ ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the CBC mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp-h file. The function decrypts the input data stream of a variable length in
the CBC mode as specified in the [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to 0.

ippStsUnderRunErr Indicates an error condition if | engt h is not divisible by data block
size.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive128€EncryptCFB

Encrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CFB mode.

Syntax

IppStatus ippsARCFivel28EncryptCFB (const Ipp8u* pSrc, lIpp8u* pDst, int length, int
cfbBl kSi ze, const IppsARCFivel28Spec* pCtx, const lpp8u* plV, IppsCPPadding paddi ng);

Parameters
pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.
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| engt h Length of the plaintext data stream in bytes.

cfbBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng I ppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the CFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if | engt h i s not divisible by the
cf bBl kSi ze parameter value.
ippStsCFBSizeErr Indicates an error condition if the value of cf bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive128DecryptCFB

Decrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CFB mode.

Syntax

IppStatus ippsARCFivel28DecryptCFB (const lpp8u* pSrc, lpp8u* pDst, int |ength, int
cf bBl kSi ze, const IppsARCFivel28Spec* pCtx, const Ipp8u* plV, IppsCPPadding paddi ng);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

| ength Length of the ciphertext data stream in bytes.

cf bBl kSi ze Size of the CFB block in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the CFB mode operation.
paddi ng IppsCPPaddingNONE padding scheme.

Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length in
the CFB mode as specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsUnderRunErr

ippStsCFBSizeErr
ippStsContextMatchErr

ARCFive128€EncryptOFB

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the input data stream length is less
than or equal to zero.

Indicates an error condition if | engt h i s not divisible by the
cf bBl kSi ze parameter value.

Indicates an error condition if the value of cf bBI kSi ze is illegal.

Indicates an error condition if the context parameter does not
match the operation.

Encrypts a variable length data stream using the RC5
cipher with 128-bit block size in the OFB mode.

Syntax

IppStatus ippsARCFivel28EncryptOFB (const lpp8u* pSrc, lpp8u* pDst, int |ength, int
of bBl kSi ze, const IppsARCFivel28Spec* pCtx, Ipp8u* plV);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

I ength Length of the plaintext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr
ippStsNullPtrErr
ippStsLengthErr

ippStsUnderRunErr

ippStsOFBSizeErr
ippStsContextMatchErr

Indicates no error. Any other value indicates an error or warning.
Indicates an error condition if any of the specified pointers is NULL.

Indicates an error condition if the input data stream length is less
than or equal to zero.

Indicates an error condition if | engt h i s not divisible by the
of bBl kSi ze parameter value.

Indicates an error condition if the value of of bBI kSi ze is illegal.

Indicates an error condition if the context parameter does not
match the operation.
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ARCFive128DecryptOFB

Decrypts a variable length data stream using the RC5
cipher with 128-bit block size in the OFB mode.

Syntax

IppStatus ippsARCFivel28DecryptOFB (const lpp8u* pSrc, Ipp8u* pDst, int |ength, int
of bBl kSi ze, const IppsARCFivel28Spec* pCtx, lpp8u* plV);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.

[ ength Length of the ciphertext data stream in bytes.

of bBI kSi ze Size of the OFB block in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pl Vv Pointer to the initialization vector for the OFB mode operation.
Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length in
the OFB mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.
ippStsUnderRunkErr Indicates an error condition if | engt h i s not divisible by the
of bBl kSi ze parameter value.
ippStsOFBSizeErr Indicates an error condition if the value of of bBI kSi ze is illegal.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive128€ncryptCTR

Encrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CTR mode.

Syntax

IppStatus ippsARCFivel28EncryptCTR (const lpp8u* pSrc, lIpp8u* pDst, int |length, const
IppsARCFivel28Spec* pCtx, Ipp8u* pCirValue, int ctrNunBitSize);

Parameters

pSrc Pointer to the input plaintext data stream of a variable length.

148



Symmetric Cryptography Primitive Functions 2

pDst Pointer to the resulting ciphertext data stream.

I ength Length of the plaintext data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pCtr Val ue Pointer to the counter data block.

ctrNunBitSi ze Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.-h file. The function encrypts the input data stream of a variable length in
the CTR mode as specified in [NIST SP 800-38A].

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFive128DecryptCTR

Decrypts a variable length data stream using the RC5
cipher with 128-bit block size in the CTR mode.

Syntax

IppStatus ippsARCFivel28DecryptCTR (const lpp8u* pSrc, Ipp8u* pDst, int |length, const
IppsARCFivel28Spec* pCtx, Ipp8u* pCirValue, Int ctrNunBitSize);

Parameters

pSrc Pointer to the input ciphertext data stream of variable length.

pDst Pointer to the resulting plaintext data stream.

| ength Length of the ciphertext data stream in bytes.

pCt x Pointer to the IppsARCFivel28Spec context.

pCtrVal ue Pointer to the counter data block.

ctrNunBitSize Number of bits in the specific part of the counter to be
incremented.

Description

This function is declared in the ippcp.-h file. The function decrypts the input data stream of a variable length in
the CTR mode as specified in [NIST SP 800-38A].
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than or equal to zero.

ippStsCTRSizeErr Indicates an error condition if the value of the ctrNunBi t Si ze is
illegal.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFour Functions

As the RC4* stream cipher, widely used for file encryption and secure communications, is the property of RSA
Security Inc., a cipher discussed in this section and resulting in the same encryption/decryption as RC4* is called
ARCFour.

The ARCFour stream cipher ([AC]) uses a variable length key of up to 256 octets (bytes). ARCFour operates in
the Output Feedback mode (OFB), defined in [NIST SP 800-38A], which creates the keystream independently
of both the plaintext and the ciphertext.

Table “Intel IPP ARCFour Algorithm Functions” lists Intel IPP ARCFour algorithm functions:
Intel IPP ARCFour Algorithm Functions

Function Base Name Operation

ARCFourGetSize Gets the size of the IppsSARCFourState context.

ARCFourCheckKey Checks weakness of a user defined key.

ARCFourlnit Initializes user-supplied memory as the 1ppsARCFourState context for future use.

ARCFourPack, ARCFou- Packs/unpacks the ARCFourSpec context into/from a user-defined buffer.
rUnpack

ARCFourEncrypt Encrypts a variable length data stream according to ARCFour.
ARCFourDecrypt Decrypts a variable length data stream according to ARCFour.
ARCFourReset Resets the 1ppsARCFourState context to the initial state.

The ARCFour algorithm functions, described in this section, use the context IppsARCFourState as an operational
vehicle to carry variables needed to execute the algorithm: S-Boxes and a current pair of indices.

The typical application code for conducting an encryption or decryption using ARCFour should follow the sequence
of operations listed below:

1. Get the buffer size required to configure the context IppsARCFourState by calling the function ARCFourGet-
Size.

. Call the operating system memory allocation service function to allocate a buffer whose size is not less than
the one specified by the function ARCFourGetSize.

. Initialize the pointer pCt x to the IppsARCFourState context by calling the function ARCFourInit with the
allocated buffer and the respective ARCFour cipher key of the specified size.

2
3
4. Call the ARCFourEncrypt or ARCFourDecrypt function to encrypt or decrypt the input data stream,
respectively.

5

. Call the operating system memory free service function to release the buffer allocated for the
IppsARCFourState context, if needed.
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The ARCFourSpec context is position-dependent. The ARCFourPack/ARCFourUnpack functions transform the
position-dependent context to a position-independent form and vice versa.

ARCFourGetSize

Gets the size of the 1ppsARCFourState context.

Syntax
IppStatus ippsARCFourGetSize(int* pSize);

Parameters
pSi ze Pointer to the size value of the IppsARCFourState context.

Description

This function is declared in the ippcp.h file. The function gets the size of the IppsARCFourState context in
bytes and stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if the specified pointer is NULL.
ARCFourCheckKey

Checks weakness of a user-defined key.

Syntax

IppStatus ippsARCFourCheckKey(const Ipp8u* pKey, int keyLen, IppsBool* plsWak);
Parameters

pKey Pointer to the user-defined key.

keylLen Length of the user-defined key in octets.

pl sWeak Pointer to the result of checking.

Description

This function is declared in the Ippcp.h file. The function checks weakness of user-defined key. The function
allows to make sure that the supplied key provides sufficient security.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen <1 or keyLen >256.
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ARCFourlnit

Initializes user-supplied memory as the
IppsARCFourState context for future use.

Syntax

IppStatus ippsARCFourlnit(const Ipp8u* pKey, int keyLen, IppsARCFourState* pCtx);
Parameters

pKey Pointer to the user-defined key.

keylLen Length of the user-defined key in octets.

pCt x Pointer to the IppsARCFourState context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsARCFourState context. In addition, the function uses the key to provide all necessary key material for both
encryption and decryption operations.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen <1 or keyLen >256.

ARCFourPack, ARCFourUnpack

Packs/unpacks the 1ppsARCFourSpec context into/from
a user-defined buffer.

Syntax
IppStatus ippsARCFourPack (const IppsARCFourSpec* pCtx, Ipp8u* pBuffer);
IppStatus ippsARCFourUnpack (const Ipp8u* pBuffer, IppsARCFourSpec* pCtx);

Parameters

pCt x Pointer to the IppsARCFourSpec context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The ARCFourPack function transforms the *pCt x context to a
position-independent form and stores it in the * pBuf f er buffer. The ARCFourUnpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal 1ppsARCFourSpec
context. The ARCFourPack and ARCFourUnpack functions enable replacing the position-dependent
IppsARCFourSpec context in the memory.

Call the ARCFourGetSize function prior to ARCFourPack/ARCFourUnpack to determine the size of the buffer.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ARCFouréncrypt

Encrypts a variable length data stream according to

ARCFour.

Syntax

IppStatus ippsARCFourEncrypt(const Ipp8u* pSrc, lpp8u* pDst, int srclen, IppsARCFourState*
PCx);

Parameters

pSrc Pointer to the input plaintext data stream of variable length.
pDst Pointer to the resulting ciphertext data stream.

srclen Length of the plaintext data stream in octets.

pCt x Pointer to the ARCFourState context.

Description

This function is declared in the ippcp.h file. The function encrypts the input data stream of a variable length
using the ARCFour algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if length of the input data stream is
less than one octet.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFourDecrypt

Decrypts a variable length data stream according to
ARCFour.

Syntax

IppStatus ippsARCFourDecrypt(const Ipp8u* pSrc, lpp8u* pDst, int srclen, IppsARCFourState*
pPax);

Parameters
pSrc Pointer to the input ciphertext data stream of variable length.
pDst Pointer to the resulting plaintext data stream.
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srclen Length of the ciphertext data stream in octets.
pCt x Pointer to the ARCFourState context.
Description

This function is declared in the ippcp.h file. The function decrypts the input data stream of a variable length
according to the ARCFour algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if length of the input data stream is
less than one octet.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

ARCFourReset

Resets the IppsARCFourState context to the initial
state.

Syntax
IppStatus ippsARCFourReset(IppsARCFourState* pCt x);
Parameters

pCt x Pointer to the IppsARCFourState context being reset.

Description

This function is declared in the ippcp-h file. The function resets the IppsARCFourState context to the state it
had immediately after the ARCFour Init function call. Contrary to ARCFourlnit, ARCFourReset requires no
secret key to initialize the S-Box.

Return Values

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.
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Hash functions are used in cryptography with digital signatures and for ensuring data integrity.

When used with digital signatures, a publicly available hash function hashes the message and signs the resulting
hash value. The party who receives the message can then hash the message and check if the block size is
authentic for the given hash value.

Hash functions are also referred to as "message digests” and “one-way encryption functions”. Both terms are
appropriate since hash algorithms do not have a key like symmetric and asymmetric algorithms and you can
recover neither the length nor the contents of the plaintext message from the ciphertext.

To ensure data integrity, hash functions are used to compute the hash value that corresponds to a particular
input. Then, if necessary, you can check if the input data has remained unmodified; you can re-compute the
hash value again using the available input and compare it to the original hash value.

The Hash Functions section of this chapter describes functions that implement the following hash algorithms for
streaming messages: MD5 [RFC 1321] , SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512 [FIPS PUB 180-2].
These algorithms are widely used in enterprise applications nowadays.

Subsequent sections of this chapter describe Generalized Hash Functions for Non-Streaming Messages, which
apply hash algorithms to entire (non-streaming) messages, and Mask Generation Functions, whose algorithms
are often based on hash computations.

Each of the above algorithms is implemented as a set of primitive functions.

The full list of Intel® Integrated Performance Primitives (Intel® IPP) Hash Primitive Functions is given in Table
“One-way Hash Primitive Functions”.

One-way Hash Primitive Functions

Function Base Name Operation

Hash Functions

MD5GetSize Gets the size of the IppsMD5State context.

MD5Init Initializes user-supplied memory as IppsMD5State context for future
use.

MD5Pack, MD5Unpack Packs/unpacks the IppsMD5State context into/from a user-defined
buffer.

MD5Duplicate Copies one IppsMD5State context to another.

MD5Update Digests the current input message stream of the specified length.

MD5Final Completes computation of the MD5 digest value.

MD5GetTag Computes the current MD5 digest value of the processed part of the
message.

SHAlGetSize Gets the size of the IppsSHA1State context.

SHAlInit Initializes user-supplied memory as 1ppsSHA1State context for future
use.

SHA1Pack, SHAlUnpack Packs/unpacks the IppsSHALlState context into/from a user-defined
buffer.
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Function Base Name

Operation

SHA1Duplicate
SHAlUpdate
SHA1Final
SHA1GetTag

SHA224GetSize
SHA2241Init

SHA224Pack, SHA224Unpack

SHA224Duplicate
SHA224Update
SHA224Final
SHA224GetTag

SHA256GetSize
SHA2561Init

SHA256Pack, SHA256Unpack

SHA256Duplicate
SHA256Update
SHA256Final
SHA256GetTag

SHA384GetSize
SHA384Init

SHA384Pack, SHA384Unpack

SHA384Duplicate
SHA384Update
SHA384Final
SHA384GetTag

SHA512GetSize
SHA5121nit

SHA512Pack, SHA512Unpack

SHA512Duplicate
SHA512Update
SHA512Final
SHA512GetTag

Generalized Hash Functions for
Non-Streaming Messages

MD5MessageDigest
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Copies one IppsSHAlState context to another.
Digests the current input message stream of the specified length.
Completes computation of the SHA-1 digest value.

Computes the current SHA-1 digest value of the processed part of the
message.

Gets the size of the IppsSHA224State context.

Initializes user-supplied memory as 1ppsSHA224State context for
future use.

Packs/unpacks the 1ppsSHA224State context into/from a user-defined
buffer.

Copies one 1ppsSHA224State context to another.
Digests the current input message stream of the specified length.
Completes computation of the SHA-224 digest value.

Computes the current SHA-224 digest value of the processed part of the
message.

Gets the size of the IppsSHA256State context.

Initializes user-supplied memory as 1ppsSHA256State context for
future use.

Packs/unpacks the 1 ppsSHA256State context into/from a user-defined
buffer.

Copies one IppsSHA256State context to another.
Digests the current input message stream of the specified length.
Completes computation of the SHA-256 digest value.

Computes the current SHA-256 digest value of the processed part of the
message.

Gets the size of the IppsSHA384State context.

Initializes user-supplied memory as 1ppsSHA384State context for
future use.

Packs/unpacks the 1 ppsSHA384State context into/from a user-defined
buffer.

Copies one IppsSHA384State context to another.
Digests the current input message stream of the specified length.
Completes computation of the SHA-384 digest value.

Computes the current SHA-384 digest value of the processed part of the
message.

Gets the size of the IppsSHAS512State context.

Initializes user-supplied memory as IppsSHAS512State context for
future use.

Packs/unpacks the 1ppsSHA512State context into/from a user-defined
buffer.

Copies one IppsSHA512State context to another.
Digests the current input message stream of the specified length.
Completes computation of the SHA-512 digest value.

Computes the current SHA-512 digest value of the processed part of the
message.

Computes MD5 digest value of the input message.
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Function Base Name Operation

SHA1MessageDigest Computes SHA-1 digest value of the input message.

SHA224MessageDigest Computes SHA-224 digest value of the input message.

SHA256MessageDigest Computes SHA-256 digest value of the input message.

SHA384MessageDigest Computes SHA-384 digest value of the input message.

SHA512MessageDigest Computes SHA-512 digest value of the input message.

Mask Generation Functions

MGF_MD5 Generates a pseudorandom mask of the specified length using MD5 hash
function.

MGF_SHA1 Generates a pseudorandom mask of the specified length using SHA-1
hash function.

MGF_SHA224 Generates a pseudorandom mask of the specified length using SHA-224
hash function.

MGF_SHA256 Generates a pseudorandom mask of the specified length using SHA-256
hash function.

MGF_SHA384 Generates a pseudorandom mask of the specified length using SHA-384
hash function.

MGF_SHA512 Generates a pseudorandom mask of the specified length using SHA-512

hash function.

Hash Functions

Functions featured in this section apply hash algorithms to digesting streaming messages. A primitive implementing
a hash algorithm uses the state context (for example, ippsSHA1State) as an operational vehicle to carry all
necessary variables to manage the computation of the chaining digest value. For example, the primitive
implementing the SHA-1 hash algorithm must use the ippsSHAl1State context.

The function Init initializes (MD5Init, SHALInit, SHA224Init, SHA256Init, SHA384Init, and SHA5121Init)
the context and sets up specified initialization vectors. Once initialized, the function Update (MD5Update,
SHAlUpdate, SHA224Update, SHA256Update, SHA384Update, and SHA512Update) digests the input message
stream with the selected hash algorithm till it exhausts all message blocks. The function Final (MD5Final,
SHA1Final, SHA224Final, SHA256Final, SHA384Final, and SHA512Final) is designed to pad the partial
message block into a final message block with the specified padding scheme, and then uses the hash algorithm
to transform the final block into a message digest value.

The following example illustrates how the application code can apply the implemented SHA-1 hash standard to
digest the input message stream.

1. Call the function SHA1GetSize to get the size required to configure the ippsSHAl1State context.

2. Ensure that the required memory space is properly allocated. With the allocated memory, call the SHALInit
function to set up the initial context state with the SHA-1 specified initialization vectors.

3. Keep calling the function SHA1Update to digest incoming message stream in the queue till its completion. To
determine the current value of the digest, call SHA1GetTag between the two calls to SHA1Update.

4. Call the function SHA1Final for padding the partial block into a final SHA-1 message block and transforming
it into a 160-bit message digest value.

5. Call the operating system memory free service function to release the ippsSHAlState context.

The contexts used by the hash primitives (for example, ippsSHA1State) are position-dependent. The following
functions transform the respective position-dependent context to a position-independent form and vice versa:

e SHAl1Pack/SHAlUnpack
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SHA224Pack/SHA224Unpack
e SHA256Pack/SHA256Unpack
e SHA384Pack/SHA384Unpack
e SHA512Pack/SHA512Unpack
e MD5Pack/MD5Unpack

MD5GetSize

Gets the size of the 1ppsMD5State context in bytes.

Syntax
IppStatus ippsMD5GetSize(int *pSi ze);

Parameters

pSi ze Pointer to the IppsMD5State context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsMD5State context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
MD5Init

Initializes user-supplied memory as IppsMD5State
context for future use.

Syntax

IppStatus ippsMD5Init(IppsMD5State* pCtx);

Parameters

pCt x Pointer to the IppsMD5State context being intialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as IppsMD5State
context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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MD5Pack, MD5Unpack

Packs/unpacks the IppsMD5State context into/from a
user-defined buffer.

Syntax
IppStatus ippsMD5Pack (const IppsMD5State* pCtx, Ipp8u* pBuffer);
IppStatus ippsMD5Unpack (const lpp8u* pBuffer, IppsMD5State* pCtx);

Parameters

pCt x Pointer to the IppsMD5State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The MD5Pack function transforms the * pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The MD5Unpack function performs the inverse
operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsMD5State context. The
MD5Pack and MD5Unpack functions enable replacing the position-dependent IppsMD5State context in the
memory.

Call the MD5GetSize function prior to MD5Pack/MD5Unpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
MD5Duplicate

Copies one IppsMD5State context to another.

Syntax

IppStatus ippsMD5Duplicate(const lIppsMD5State* pSrcCtx, IppsMD5State* pDst Ctx);
Parameters

pSrcCt x Pointer to the source IppsMD5State context.

pDst Ct x Pointer to the IppsMD5State context to be cloned.

Description

The function is declared in the ippcp.h file. The function copies one IppsMD5State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

MD5Update

Digests the current input message stream of the specified

length.

Syntax

IppStatus ippsMD5Update(const lIpp8u *pSrcMesg, int nesglen, IppsMD5State *pCtx);
Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsMD5State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

MD5Final

Completes computation of the MD5 digest value.

Syntax

IppStatus ippsMD5Final (Ipp8u *pMD, IppsMD5State *pCtx);

Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsMD5State context.
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Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

MD5GetTag

Computes the current MD5 digest value of the processed
part of the message.

Syntax

IppStatus ippsMD5GetTag(lpp8u* pDst Tag, Ipp32u taglLen, const IppsMD5State* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pState Pointer to the IppsMD5State context.

Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen < 1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA1GetSize

Gets the size of the IppsSHAlState context in bytes.

Syntax
IppStatus ippsSHAlGetSize(int *pSi ze);
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Parameters
pSi ze Pointer to the IppsSHA1State context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsSHAlState context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA1Init

Initializes user-supplied memory as IppsSHAlState
context for future use.

Syntax

IppStatus ippsSHALInit(IppsSHAlState* pCQt x);

Parameters

pCt x Pointer to the IppsSHA1State context being intialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsSHA1State context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA1Pack, SHATUnpack

Packs/unpacks the IppsSHAlState context into/from a
user-defined buffer.

Syntax
IppStatus ippsSHAlPack (const IppsSHAlState* pCix, Ipp8u* pBuffer);
IppStatus ippsSHAlUnpack (const Ipp8u* pBuffer, IppsSHAlState* pCtx);

Parameters
pCt x Pointer to the IppsSHA1State context.
pBuf f er Pointer to the user-defined buffer.
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Description

This functions are declared in the ippcp.h file. The SHA1Pack function transforms the *pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The SHA1Unpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsSHA1State context.
The SHA1Pack and SHAlUnpack functions enable replacing the position-dependent 1ppsSHA1State context in
the memory.

Call the SHA1GetSize function prior to SHA1Pack/SHAlUnpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA1Duplicate

Copies one IppsSHAlState context to another.

Syntax

IppStatus ippsSHAlDuplicate(const IppsSHAlState* pSrcCt x, IppsSHAlState* pDst Ct x);
Parameters

pSrcCt x Pointer to the source IppsSHA1State context.

pDst Ct x Pointer to the IppsSHAl1State context to be cloned.

Description

The function is declared in the ippcp.h file. The function copies one IppsSHAl1State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA1Update

Digests the current input message stream of the specified
length.

Syntax
IppStatus ippsSHAlUpdate(const Ipp8u *pSrcMesg, int nesglen, IppsSHAlState *pCtx);

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
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mesgl en Length of the actual part of the message in bytes.
pCt x Pointer to the IppsSHA1State context.
Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA1Final

Completes computation of the SHA-1 digest value.

Syntax

IppStatus ippsSHALlFinal (Ipp8u *pMD, IppsSHAlState *pCtx);

Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsSHA1State context.

Description

This function is declared in the ippcp.-h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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SHA1GetTag

Computes the current SHA-1 digest value of the
processed part of the message.

Syntax

IppStatus ippsSHAlGetTag(lpp8u* pDst Tag, Ipp32u tagLen, const IppsSHAlState* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pSt at e Pointer to the IppsSHA1State context.

Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen < 1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA224GetSize

Gets the size of the 1ppsSHA224State context in bytes.

Syntax
IppStatus ippsSHA224GetSize(int *pSi ze);

Parameters
pSi ze Pointer to the IppsSHA224State context size value.

Description

This function is declared in the ippcp.-h file. The function gets the 1ppsSHA224State context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

165



3 Intel® Integrated Performance Primitives Reference Manual, Volume 4: Cryptography

SHAZ224Init

Initializes user-supplied memory as 1ppsSHA224State
context for future use.

Syntax

IppStatus ippsSHA224Init(1ppsSHA224State™ pCt x);

Parameters

pCt x Pointer to the IppsSHA224State context being intialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsSHA224State context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

SHA224Pack, SHA224Unpack

Packs/unpacks the 1ppsSHA224State context into/from
a user-defined buffer.

Syntax
IppStatus ippsSHA224Pack (const IppsSHA224State* pCtx, lpp8u* pBuffer);
IppStatus ippsSHA224Unpack (const Ipp8u* pBuffer, IppsSHA224State* pCt x);

Parameters

pCt x Pointer to the IppsSHA224State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The SHA224Pack function transforms the * pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The SHA224Unpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsSHA224State
context. The SHA224Pack and SHA224Unpack functions enable replacing the position-dependent 1ppsSHA224State
context in the memory.

Call the SHA224GetSi ze function prior to SHA224Pack/SHA224Unpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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SHA224Duplicate

Copies one 1ppsSHA224State context to another.

Syntax

IppStatus ippsSHA224Duplicate(const lIppsSHA224State* pSrcCt x, IppsSHA224State* pDst Ot x);
Parameters

pSrcCt x Pointer to the source SHA224State context.

pDst Ct x Pointer to the IppsSHA224State context to be cloned.

Description

The function is declared in the ippcp.h file. The function copies one 1ppsSHA224State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA224Update

Digests the current input message stream of the specified

length.

Syntax

IppStatus ippsSHA224Update(const lIpp8u *pSrcMesg, int nesgl en, IppsSHA224State *pCtx);
Parameters

pSr cMesg Pointer to the buffer containing a part of or the whole message.

mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsSHA224State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
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ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHAZ224Final

Completes computation of the SHA-224 digest value.

Syntax

IppStatus ippsSHA224Final (1pp8u *pMVD, IppsSHA224State *pCt x);

Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsSHA224State context.

Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA224GetTag

Computes the current SHA-224 digest value of the
processed part of the message.

Syntax

IppStatus ippsSHA224GetTag(lpp8u* pDst Tag, Ipp32u taglLen, const IppsSHA224State* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pSt at e Pointer to the IppsSHA224State context.
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Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if tagLen < 1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA256GetSize

Gets the size of the 1ppsSHA256State context in bytes.

Syntax
IppStatus ippsSHA256GetSize(int *pSi ze);

Parameters
pSi ze Pointer to the IppsSHA256State context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsSHA256State context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHAZ256Init

Initializes user-supplied memory as IppsSHA256State
context for future use.

Syntax

IppStatus ippsSHA256Init(1ppsSHA256State *pCt x);

Parameters

pCt x Pointer to the IppsSHA256State context being intialized.
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Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsSHA256State context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

SHA256Pack, SHA256Unpack

Packs/unpacks the 1ppsSHA256State context into/from
a user-defined buffer.

Syntax
IppStatus ippsSHA256Pack (const IppsSHA256State* pCtx, lpp8u* pBuffer);
IppStatus ippsSHA256Unpack (const lpp8u* pBuffer, IppsSHA256State* pCtx);

Parameters

pCt x Pointer to the IppsSHA256State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The SHA256Pack function transforms the * pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The SHA256Unpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal 1ppsSHA256State
context. The SHA256Pack and SHA256Unpack functions enable replacing the position-dependent 1ppsSHA256State
context in the memory.

Call the SHA256GetSize function prior to SHA256Pack/SHA256Unpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA256Duplicate

Copies one 1ppsSHA256State context to another.

Syntax

IppStatus ippsSHA256Duplicate(const lppsSHA256State* pSrcCtx, IppsSHA256* pDst Ctx);
Parameters

pSrcCt x Pointer to the source IppsSHA256State context.
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pDst Ct x Pointer to the IppsSHA256State context to be cloned.

Description

The function is declared in the ippcp.-h file. The function copies one 1ppsSHA256State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA256Update

Digests the current input message stream of the specified
length.

Syntax
IppStatus ippsSHA256Update(const lIpp8u *pSrcMesg, int nmesglen, IppsSHA256State *pCtx);

Parameters

pSr cMesg Pointer to the buffer containing a part of or the whole message.
mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsSHA256State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.
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SHA256Final

Completes computation of the SHA-256 digest value.

Syntax

IppStatus ippsSHA256Final (1pp8u *pWD, IppsSHA256State *pCt x);
Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsSHA256State context.
Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA256GetTag

Computes the current SHA-256 digest value of the
processed part of the message.

Syntax

IppStatus ippsSHA256GetTag(Ipp8u* pDst Tag, Ipp32u taglLen, const IppsSHA256State* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pSt ate Pointer to the IppsSHA265State context.

Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsLengthErr Indicates an error condition if tagLen < 1 or t agLen exceeds the
maximal length of a particular digest.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA384GetSize

Gets the size of the 1ppsSHA384State context in bytes.

Syntax
IppStatus ippsSHA384GetSize(int *pSi ze);

Parameters

pSi ze Pointer to the IppsSHA384State context size value.

Description

This function is declared in the ippcp.h file. The function gets the IppsSHA384State context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA384lInit

Initializes user-supplied memory as 1ppsSHA384State
context for future use.

Syntax

IppStatus ippsSHA384Init(1ppsSHA384State* pCtx);

Parameters

pCt x Pointer to the IppsSHA384State context being intialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsSHA384State context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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SHA384Pack, SHA384Unpack

Packs/unpacks the 1ppsSHA384State context into/from
a user-defined buffer.

Syntax
IppStatus ippsSHA384Pack (const IppsSHA384State* pCtx, lpp8u* pBuffer);
IppStatus ippsSHA384Unpack (const lpp8u* pBuffer, IppsSHA384State* pCtx);

Parameters

pCt x Pointer to the IppsSHA384State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The SHA384Pack function transforms the * pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The SHA384Unpack function performs the
inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal 1ppsSHA384State
context. The SHA384Pack and SHA384Unpack functions enable replacing the position-dependent IppsSHA384State
context in the memory.

Call the SHA384GetSize function prior to SHA384Pack/SHA384Unpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA384Duplicate

Copies one 1ppsSHA384State context to another.

Syntax

IppStatus ippsSHA384Duplicate(const lIppsSHA384State* pSrcCt x, IppsSHA384State* pDst Ot x);
Parameters

pSrcCt x Pointer to the source IppsSHA384State context.

pDst Ct x Pointer to the IppsSHA384State context to be cloned.

Description

The function is declared in the ippcp.h file. The function copies one 1ppsSHA384State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
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ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

SHA384Update

Digests the current input message stream of the specified

length.

Syntax

IppStatus ippsSHA384Update(const Ipp8u *pSrcMesg, int nesglen, IppsSHA384State *pCt x);
Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.

mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsSHA384State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA384Final

Completes computing of the SHA-384 digest value.

Syntax

IppStatus ippsSHA384Final( Ipp8u *pMD, IppsSHA384State *pCtx );

Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsSHA384State context.
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Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA384GetTag

Computes the current SHA-384 digest value of the
processed part of the message.

Syntax

IppStatus 1ppsSHA384GetTag(lpp8u* pDst Tag, Ipp32u taglLen, const IppsSHA384State* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pSt ate Pointer to the IppsSHA384State context.

Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen < 1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA512GetSize

Gets the size of the 1ppsSHAS512State context in bytes.

Syntax
IppStatus ippsSHAS512GetSize(int *pSi ze);
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Parameters
pSi ze Pointer to the IppsSHA512State context size value.

Description

This function is declared in the ippcp.h file. The function gets the 1ppsSHA512State context size in bytes and
stores it in *pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA512Init

Initializes user-supplied memory as IppsSHA512State
context for future use.

Syntax

IppStatus ippsSHAS12Init(IppsSHAS12State* pState);

Parameters

pCt x Pointer to the IppsSHA512State context being intialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as
IppsSHA512State context.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

SHA512Pack, SHA512Unpack

Packs/unpacks the IppsSHA512State context into/from
a user-defined buffer.

Syntax
IppStatus ippsSHAS512Pack (const IppsSHA512State* pCtx, Ipp8u* pBuffer);
IppStatus ippsSHAS512Unpack (const Ipp8u* pBuffer, IppsSHA512State* pCtx);

Parameters
pCt x Pointer to the IppsSHA512State context.
pBuf f er Pointer to the user-defined buffer.
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Description

This functions are declared in the ippcp.h file. The SHA512Pack function transforms the * pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The SHA512Unpack function performs the
inverse operation, that is, transforms the contents of the *pBuf f er buffer into a normal IppsSHA512State
context. The SHA512Pack and SHA512Unpack functions enable replacing the position-dependent 1ppsSHA512State
context in the memory.

Call the SHA512GetSize function prior to SHA512Pack/SHA512Unpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
SHA512Duplicate

Copies one IppsSHA512State context to another.

Syntax

IppStatus ippsSHAS512Duplicate(const lppsSHA512State* pSrcCtx, IppsSHA512* pDst Ct x);
Parameters

pSrcCt x Pointer to the source IppsSHA512State context.

pDst Ct x Pointer to the IppsSHA512State context to be cloned.

Description

The function is declared in the ippcp-h file. The function copies one 1ppsSHA512State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

SHA512Update

Digests the current input message stream of the specified
length.

Syntax
IppStatus ippsSHAS512Update(const lpp8u *pSrcMesg, int nmesglen, IppsSHA512State *pCt x);

Parameters

pSrcMesg Pointer to the buffer containing a part of or the whole message.
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mesgl en Length of the actual part of the message in bytes.
pCt x Pointer to the IppsSHA512State context.
Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.

For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA512Final

Completes computation of the SHA-512 digest value.

Syntax

IppStatus ippsSHAS12Final (Ipp8u *pMVD, IppsSHA512State *pCt x);

Parameters

pMD Pointer to the resultant digest value.

pCt x Pointer to the IppsSHA512State context.

Description

This function is declared in the ippcp.-h file. The function completes calculation of the digest value and stores
the result into the specified memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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SHA512GetTag

Computes the current SHA-512 digest value of the
processed part of the message.

Syntax

IppStatus 1ppsSHA512GetTag(lpp8u* pDst Tag, Ipp32u taglLen, const IppsSHA512State* pState);
Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pSt at e Pointer to the IppsSHA512State context.

Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 180-2] and [RFC 1321]. A call to this function retains the possibility to update
the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen < 1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

Generalized Hash Functions for Non-Streaming Messages

Intel IPP hash functions MD5MessageDigest, SHA1MessageDigest, SHA224MessageDigest, SHA256MessageDi -
gest, SHA384MessageDigest, and SHA512MessageDigest are used to calculate a digest of an entire
(non-streaming) input message by applying a selected hash algorithm.

Having the six hash algorithms currently available in the Intel IPP, you may still prefer to use a different
implementation of a hash algorithm, based on some other function. In this case you can also use the IPPCP
library. To do this, use the definition of a hash function introduced in IPPCP and given in the subsection below.
This definition is also applied to a hash function when it is passed as a parameter that some Public Key
Cryptography operations optionally use.

General Definition of a Hash Function

Syntax
typedef IppStatus(_STDCALL *1ppHASH)(const Ipp8u* pMsg, int nmsglLen, Ipp8u* pMD);
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Parameters

pMsg Pointer to the input octet string.
nmsglLen ength of the input string in octers.
pMDpar rane> Pointer to the output message digest.
Description

This declaration is included in the ippcp.h file. The function calculates the digest of a non-streaming message
using the implemented hash algorithm.

NOTE. Definition of a hash function used in Intel IPP limits length (in octets) of an input message
for any specific hash function by the range of the int data type, with the upper bound of 2321,

MD5MessageDigest

Computes MD5 digest value of the input message.

Syntax

IppStatus ippsMD5MessageDigest(const Ipp8u *pSrcMesg, int nmesgLen, Ipp8u *pMD);
Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMVD Pointer to the resultant digest.

Description

This function is declared in the ippcp.h file. The function uses the selected hash algorithm to compute digest
value of the entire (non-streaming) input message.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.
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Example

The code example below shows MD5 digest of a message.
void MD5_sample(void){

// define message

Ipp8u msg[] = "abcdefghijkImnopgrstuvwxyz";

// once the whole message is placed into memory,

// one can use the integrated primitive

Ipp8u digest[16];

ippsMD5MessageDigest(msg, strlen((char*)msg), digest);

}

SHA1MessageDigest

Computes SHA-1 digest value of the input message.

Syntax

IppStatus ippsSHA1MessageDigest(const Ipp8u *pSrcMesg, int nesglen, Ipp8u *pMVD);
Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMD Pointer to the resultant digest.

Description

This function is declared in the ippcp.h file. The function uses the selected hash algorithm to compute the digest
value of the entire (non-streaming) input message.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.
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Example

The code example below shows SHA1 digest of a message.

// Compute two SHA1l digests of a message:
// 1-st will correspond of 1/2 message

// 2-nd will correspond of whole message

void SHAL sample(void){

//

// get size of the SHA1 context
int ctxSize;
ippsSHALGetSize(&ctxSize);

// allocate the SHA1l context
IppsSHAL1State* pCtx = (IppsSHAlState*)( new Ipp8u [ctxSize] );
// and initialize the context
ippsSHALInit(pCtx);
// define a message
Ipp8u msg[] = "abcdbcdecdefdefgefghfghighijhijkijkljkImkImnImnomnopnopq™;
int n;
// update digest using a piece of message
for(n=0; n<(sizeof(msg)-1)/2; n++)
ippsSHAlUpdate(msg+n, 1, pCtx);
clone the SHAl context
IppsSHALState* pCtx2 = (IppsSHAl1State*)( new Ipp8u [ctxSize] );
ippsSHALINnit(pCtx2);
ippsSHALDuplicate(pCtx, pCtx2);

// finalize and extract digest of a half message

Ipp8u digest[20];

ippsSHALFinal (digest, pCtx);

// update digest using the SHAL1 clone context
ippsSHAlUpdate(msg+n, sizeof(msg)-1-n, pCtx2);

// finalize and extract digest of a whole message
Ipp8u digest2[20];

ippsSHALFinal (digest2, pCtx2);

delete []1 (Ipp8u*)pCtx;
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delete [] (Ipp8u*)pCtx2;

}

SHA224MessageDigest

Computes SHA-224 digest value of the input message.

Syntax

IppStatus ippsSHA224MessageDigest(const lpp8u *pSrcMsg, int nmesglen, Ipp8u *pMD);
Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMD Pointer to the resultant digest.

Description

This function is declared in the ippcp.-h file. The function uses the selected hash algorithm to compute the digest
value of the entire (non-streaming) input message.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA256MessageDigest

Computes SHA-256 digest value of the input message.

Syntax

IppStatus ippsSHA256MessageDigest(const Ipp8u *pSrcMsg, int nmesglen, Ipp8u *pMD);

Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMD Pointer to the resultant digest.

Description

This function is declared in the ippcp.-h file. The function uses the selected hash algorithm to compute the digest
value of the entire (non-streaming) input message.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA384MessageDigest

Computes SHA-384 digest value of the input message.

Syntax

IppStatus ippsSHA384MessageDigest(const Ipp8u *pSrcMsg, int nmesglen, Ipp8u *pMD);

Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMVD Pointer to the resultant digest.

Description

This function is declared in the ippcp.h file. The function uses the selected hash algorithm to compute the digest
value of the entire (non-streaming) input message.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

SHA512MessageDigest

Computes SHA-512 digest value of the input message.

Syntax

IppStatus ippsSHAS512MessageDigest(const Ipp8u *pSrcMsg, int nmesglen, lpp8u *pMD);

Parameters

pSrcMesg Pointer to the input message.

mesgl en Message length in octets.

pMD Pointer to the resultant digest.
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Description

This function is declared in the ippcp.h file. The function uses the selected hash algorithm to compute the digest
value of the entire (non-streaming) input message.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

Mask Generation Functions

Public Key Cryptography frequently uses mask generation functions (MGFs) to achieve a particular security goal.
For example, MGFs are used both in RSA-OAEP encryption and RSA-SSA signature schemes.

MGF function takes an octet string of a variable length and generates an octet string of a desired length. MGFs
are deterministic, which means that the input octet string completely determines the output one. The output of
an MGF should be pseudorandom, that is, infeasible to predict. The provable security of such cryptography
schemes as RSA-OAEP or RSA-SSA, relies on the random nature of the MGF output. That is why one-way hash
functions is one of the well-known ways to implement an MGF. The exact definition of an MGF based on a one-way
hash function may be found in [PKCS 1.2.1].

This section describes MGFs based on widely-used MD5, SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 hash
algorithms as well as the possibility to use a different implementation of MGF.

NOTE. Intel IPP implementation of MGFs limits length (in octets) of an in%tilt message for any
specific MGF by the range of the int data type, with the upper bound of 2°°-1.

User's Implementation of a Mask Generation Function

In case you prefer or have to use a different implementation of an MGF you can still use IPPCP. To do this, use
the definition of MGF introduced in the IPPCP library and described in this section. The declaration provided below
also defines an MGF when it is used as a parameter in some Public Key Cryptography operations.

Syntax

typedef IppStatus(_STDCALL *1ppMGF)(const Ipp8u* pSeed, int seedLen, Ipp8u* pMask, int
maskLen);

Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.
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Description

This declaration is included in the ippcp.h file. The function generates an octet string of length naskLen according
to the implemented algorithm, providing pseudorandom output.

MGF_MD5

Generates a pseudorandom mask of the specified length
using MD5 hash function.

Syntax

IppStatus ippsMGF_MD5(const Ipp8u *pSeed, int seedLen, Ipp8u* pMask, int nmaskLen);
Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.

Description

This function is declared in the ippcp.h file. The function generates a pseudorandom mask of the specified
length using MD5 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointer is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.

MGF_SHA1

Generates a pseudorandom mask of the specified length
using SHA-1 hash function.

Syntax

IppStatus ippsMGF_SHAl(const Ipp8u *pSeed, int seedLen, Ipp8u* pMask, int maskLen);
Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.
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Description

This function is declared in the ippcp.h file. The function generates a pseudorandom mask of the specified
length using SHA-1 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointer is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.

MGF_SHAZ224

Generates a pseudorandom mask of the specified length
using SHA-224 hash function.

Syntax

IppStatus ippsMGF_SHA224(const Ipp8u *pSeed, int seedLen, Ipp8u* pMask, int naskLen);
Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.

Description

This function is declared in the Ippcp.h file. The function generates a pseudorandom mask of the specified
length using SHA-224 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointer is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.

MGF_SHA256

Generates a pseudorandom mask of the specified length
using SHA-256 hash function.

Syntax
IppStatus ippsMGF_SHA256(const Ipp8u *pSeed, int seedLen, lpp8u* pMask, int naskLen);
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Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.
maskLen Desired length of the output.

Description

This function is declared in the ippcp.h file. The function generates a pseudorandom mask of the specified
length using SHA-256 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointer is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.

MGF_SHA384

Generates a pseudorandom mask of the specified length
using SHA-384 hash function.

Syntax

IppStatus ippsMGF_SHA384(const Ipp8u *pSeed, int seedLen, Ipp8u* pMask, int nmaskLen);
Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.

Description

This function is declared in the ippcp.-h file. The function generates a pseudorandom mask of the specified
length using SHA-384 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointers is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.
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MGF_SHA512

Generates a pseudorandom mask of the specified length
using SHA-512 hash function.

Syntax

IppStatus ippsMGF_SHA512(const Ipp8u *pSeed, int seedLen, Ipp8u* pMask, int nmaskLen);
Parameters

pSeed Pointer to the input octet string.

seedLen Length of the input string.

pMask Pointer to the output pseodorandom mask.

maskLen Desired length of the output.

Description

This function is declared in the ippcp.h file. The function generates a pseudorandom mask of the specified
length using SHA-512 hash algorithm.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if pMask pointer is NULL.
ippStsLengthErr Indicates an error condition if any of the specified lengths is

negative or zero.
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Data Authentication Primitive
Functions

This chapter describes the Intel® IPP functions for generating message authentication code (MAC), that is, Message
Authentication Functions, and the Data Authentication Functions (DAA) schemes.

Message Authentication Functions

Hash function-based MAC (HMAC) is widely used in the applications requiring message authentication and data
integrity check. HMAC was initially put forward in [RFC 2401] and adopted by ANSI X9.71 and [FIPS PUB 198].
See Keyed Hash Functions for a description of the Intel® Integrated Performance Primitives (Intel® IPP) HMAC
primitives.

A MAC algorithm based on a symmetric key block cipher, in other words, a cipher-based MAC (CMACQC), is
standardized in [NIST SP 800-38B]. CMAC may be appropriate for information systems where an approved block
cipher is available rather than an approved hash function. See CMAC Functions for a description of the Intel IPP
CMAC primitives.

AES-XCBC-MAC-96A, a specialization of MAC based on the AES block cipher in conjunction with the
Cipher-Block-Chaining (CBC) mode of operation, is standardized in [RFC 3566] and has proved its security not
only for messages of pre-selected fixed lengths but also for messages of varying lengths, such as used in typical
IP datagrams. See AES-XCBC Functions for a description of the Intel IPP AES-XCBC-MAC-96A primitives.

Keyed Hash Functions

The Intel IPP HMAC primitive functions, described in this section, use various HMAC schemes based on one-way
hash functions described in the One-Way Hash Primitives chapter.

Table “Intel IPP HMAC Functions” lists the Intel IPP HMAC functions.
Intel IPP HMAC Functions

Function Base Name Operation
HMACSHA1GetSize Gets the size of the IppsHMACSHA1State context.
HMACSHAL1IniIt Initializes user-supplied memory as 1ppsHMACSHA1State context

for future use.

HMACSHA1Pack, HMACSHAlUnpack Packs/unpacks the 1ppsHMACSHAl1State context into/from a
user-defined buffer.

HMACSHA1Duplicate Copies one IppsHMACSHA1State context to another.
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Function Base Name

Operation

HMACSHA1Update

HMACSHA1Final

HMACSHAl1GetTag

HMACSHA1MessageDigest
HMACSHA224GetSize

HMACSHA2241Init

HMACSHA224Pack, HMACSHA224Unpack

HMACSHA224Duplicate

HMACSHA224Update

HMACSHA224Final

HMACSHA224GetTag

HMACSHA224MessageDigest
HMACSHA256GetSize

HMACSHA256Init

HMACSHA256Pack, HMACSHA256Unpack

HMACSHA256Dupl icate

HMACSHA256Update

HMACSHA256Final

HMACSHA256GetTag

HMACSHA256MessageDigest

HMACSHA384GetSize
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Digests the current input message stream of the specified length
using SHA1-based MAC.

Completes computation of the SHA1-based MAC value.

Computes the current HMAC value of the processed part of the
message.

Computes the SHA1-based MAC value of an entire message.
Gets the size of the IppsHMACSHA224State context.

Initializes user-supplied memory as IppsHMACSHA224State
context for future use.

Packs/unpacks the IppsHMACSHA224State context into/from a
user-defined buffer.

Copies one IppsHMACSHA224State context to another.

Digests the current input message stream of the specified length
using SHA224-based MAC.

Completes computation of the SHA224-based MAC value.

Computes the current SHA224-based MAC value of the processed
part of the message.

Computes the SHA224-based MAC value of an entire message.
Gets the size of the IppsHMACSHA256State context.

Initializes user-supplied memory as IppsHMACSHA256State
context for future use.

Packs/unpacks the IppsHMACSHA256State context into/from a
user-defined buffer.

Copies one IppsHMACSHA256State context to another.

Digests the current input message stream of the specified length
using SHA256-based MAC.

Completes computation of the SHA254-based MAC value.

Computes the current SHA256-based MAC value of the processed
part of the message.

Computes the SHA256-based MAC value of an entire message.

Gets the size of the IppsHMACSHA384State context.
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Function Base Name

Operation

HMACSHA3841Init

HMACSHA384Pack, HMACSHA384Unpack

HMACSHA384Duplicate

HMACSHA384Update

HMACSHA384Final

HMACSHA384GetTag

HMACSHA384MessageDigest
HMACSHA512GetSize

HMACSHA512Init

HMACSHA512Pack, HMACSHA512Unpack

HMACSHA512Duplicate

HMACSHA512Update

HMACSHA512Final

HMACSHA512GetTag

HMACSHA512MessageDigest
HMACMD5GetSize

HMACMD5Init

HMACMD5Pack, HMACMD5Unpack

HMACMD5Duplicate

HMACMD5Update

HMACMD5Final

Initializes user-supplied memory as 1ppsHMACSHA384State
context for future use.

Packs/unpacks the IppsHMACSHA384State context into/from a
user-defined buffer.

Copies one IppsHMACSHA384State context to another.

Digests the current input message stream of the specified length
using SHA384-based MAC.

Completes computation of the SHA384-based MAC value.

Computes the current SHA384-based MAC value of the processed
part of the message.

Computes the SHA384-based MAC value of an entire message.
Gets the size of the IppsHMACSHA512State context.

Initializes user-supplied memory as IppsHMACSHA512State
context for future use.

Packs/unpacks the IppsHMACSHA512State context into/from a
user-defined buffer.

Copies one IppsHMACSHA512State context to another.

Digests the current input message stream of the specified length
using SHA512-based MAC.

Completes computation of the SHA512-based MAC value.

Computes the current SHA512-based MAC value of the processed
part of the message.

Computes the SHA512-based MAC value of an entire message.
Gets the size of the IppsHMACMD5State context.

Initializes user-supplied memory as 1ppsHMACMD5State context
for future use.

Packs/unpacks the IppsHMACMD5State context into/from a
user-defined buffer.

Copies one 1ppsHMACMD5State context to another.

Digests the current input message stream of the specified length
using MD5-based MAC.

Completes computation of the MD5-based MAC value.
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Function Base Name Operation

HMACMD5GetTag Computes the current MD5-based MAC value of the processed
part of the message.

HMACMD5MessageDigest Computes the MD5-based MAC value of an entire message.

Each HMAC scheme is implemented as a set of the primitive functions tabled above.

For example, the primitive implementing HMAC that is based on SHA-1 hash algorithm uses the
ippsHMACSHA1State context as an operational vehicle to carry all necessary variables to manage computation
of chaining digest value.

The function HMACSHAL1 Init initializes the context and sets up the specified initialization vectors. After the
initialization, the function HMACSHA1Update digests the input message stream with the selected hash algorithm
till it exhausts all message blocks.

The function HMACSHA1Final is designed to pad the partial message block into a final message block with the
specified padding scheme, and then use the hash algorithm to transform the final block into a message digest
value.

The following example illustrates how the application code can apply the implemented HMAC-SHA1 hash standard
to digest the input message stream:

1. Call the function HMACSHAL1GetSize to get the size required to configure the IppsHMACSHAL1State context.

2. Ensure that the required memory space is properly allocated. With the allocated memory, call the function
HMACSHAL1Init to set up key material and the initial context state with the SHA-1 specified initialization
vectors.

3. Keep calling the function HMACSHA1Update to digest incoming message stream in the queue till its completion.
To determine the current value of the message digest, call HWACSHA1GetTag between the two calls to HMAC-
SHA1Update.

4. Call the function HMACSHA1Final for padding the partial block into a final SHA-1 message block and
transforming it into a resulting HMAC value.

5. Call the operating system memory free service function to release the IppsHMACSHA1State context.
The contexts used by the HMAC primitives (for example, ippsHMACSHAL1State) are position-dependent. The

following functions transform the respective position-dependent context to a position-independent form and vice
versa:

e HMACSHA1Pack/HMACSHAlUnpack

e HMACSHA224Pack/HMACSHA224Unpack
e HMACSHA256Pack/HMACSHA256Unpack
e HMACSHA384Pack/HMACSHA384Unpack
e HMACSHA512Pack/HMACSHA512Unpack
e HMACMD5Pack/HMACMD5Unpack
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HMACSHA1GetSize

Gets the size of the 1ppsHMACSHAL1State context.

Syntax
IppStatus ippsHMACSHALlGetSize(int *pSi ze);

Parameters
pSi ze Pointer to the IppsHVMACSHA1State context size value.

Description

The function is declared in the ippcp.h file. The function gets the 1ppsHMACSHAL1State context size in bytes
and stores it in pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

HMACSHAT1Init

Initializes user-supplied memory as 1ppsHMACSHA1State
context for future use.

Syntax

IppStatus ippsHMACSHALlInit(const Ipp8u *pKey, int keyLen, IppsHMACSHAlState * pCtx);
Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the IppsHVMACSHA1State context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsHMACSHA1State context. The function also sets up the initial chaining digest value according to the Hash
algorithm specified by the function base name and computes necessary key material from the supplied key pKey.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen is less than one.
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HMACSHA1Pack, HMACSHA1Unpack

Packs/unpacks the 1ppsHMACSHA1State context
into/from a user-defined buffer.

Syntax
IppStatus ippsHMACSHAlPack (const IppsHMACSHAlState* pCtx, lpp8u* pBuffer);
IppStatus ippsHMACSHAlUnpack (const lpp8u* pBuffer, IppsHMACSHAlState* pCtx);

Parameters

pCt x Pointer to the IppsHMACSHA1State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The HMACSHA1Pack function transforms the *pCt x context to a
position-independent form and stores it in the the * pBuf f er buffer. The HMACSHAlUnpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal IppsHMACSHAlState
context. The HMACSHA1Pack and HMACSHAlUnpack functions enable replacing the position-dependent
IppsHMACSHA1State context in the memory.

Call the HMACSHA1GetSi ze function prior to HMACSHA1Pack/HMACSHAlUnpack to determine the size of the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA1Duplicate

Copies one 1ppsHMACSHA1State context to another.

Syntax

IppStatus ippsHMACSHAlDuplicate(const IppsHMACSHAlState* pSrcCtx, IppsHMACSHAlState*
pDst Ct x);

Parameters

pSrcCt x Pointer to the source IppsHMACSHA1State context.

pDst Ct x Pointer to the source IppsHMACSHAlState context to be cloned.
Description

The function is declared in the ippcp.h file. The function copies one 1ppsHMACSHAL1State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
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ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr I ndicates an error condition if the context parameter does not
match the operation.

HMACSHA1Update

Digests the current input message stream of the specified

length.

Syntax

IppStatus ippsHMACSHAlUpdate(const Ipp8u *pSrcMesg, int nesgl en, IppsHMACSHAlState *pCtx);
Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.

mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsHMACSHA1State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

HMACSHA1Final

Completes computation of the HMAC value.

Syntax

IppStatus ippsHMACSHALFinal (1pp8u *pMAC, int maclLen, IppsHMACSHAlState *pCtx);

Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.
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pCt x Pointer to the IppsHMACSHA1State context.

Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified pMD memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr I ndicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if macLen is less than one or greater

than the length of the hash value.

HMACSHA1GetTag

Computes the current HMAC value of the processed part
of the message.

Syntax

IppStatus ippsHMACSHA1GetTag(lpp8u* pDst Tag, Ipp32u tagLen, const IppsHMACSHAlState*
pSt ate);

Parameters

pDst Tag Pointer to the authentication tag.

t agLen Length of the tag (in bytes).

pSt ate Pointer to the IppsHMACSHA1State context.
Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 198]. A call to this function retains the possibility to update the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen <1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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HMACSHA1MessageDigest

Computes the HMAC value of an entire message.

Syntax

IppStatus ippsHMACSHA1MessageDigest(const Ipp8u *pSrcMesg, int nmesgLen, const Ipp8u *pKey,
int keyLen, Ipp8u *pMAC, int maclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the ippcp.h file. The function takes the input key pKey of the specified key length
keyLen and applies the keyed hash-based message authentication code scheme to transform the input message
into the respective message authentication code pMAC of the specified length macLen.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if msgLen is less than zero or macLen

is less than one or greater than the length of the hash value.

HMACSHAZ224GetSize

Gets the size of the 1ppsHMACSHA224State context.

Syntax
IppStatus ippsHMACSHA224GetSize(int *pSi ze);

Parameters

pSi ze Pointer to the IppsHMACSHA224State context size value.

Description

The function is declared in the ippcp.h file. The function gets the IppsHMACSHA224State context size in bytes
and stores it in pSi ze.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHAZ224Init

Initializes user-supplied memory as
IppsHMACSHA224State context for future use.

Syntax

IppStatus ippsHMACSHA224Init(const Ipp8u *pKey, int keyLen, IppsHMACSHA224State * pCtx);
Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the IppsHMACSHA224State context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsHMACSHA224State context. The function also sets up the initial chaining digest value according to the Hash
algorithm specified by the function base name and computes necessary key material from the supplied key pKey.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen is less than one.

HMACSHA224Pack, HMACSHA224Unpack

Packs/unpacks the IppsHMACSHA224State context
into/from a user-defined buffer.

Syntax
IppStatus ippsHMACSHA224Pack (const IppsHMACSHA224State* pCix, Ipp8u* pBuffer);
IppStatus ippsHMACSHA224Unpack (const Ipp8u* pBuffer, IppsHMACSHA224State* pCtx);

Parameters
pCt x Pointer to the IppsHMACSHA224State context.
pBuf f er Pointer to the user-defined buffer.
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Description

This functions are declared in the ippcp.h file. The HMACSHA224Pack function transforms the * pCt x context to
a position-independent form and stores it in the the * pBuf f er buffer. The HMACSHA224Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsHMACSHA224State context. The HMACSHA224Pack and HMACSHA224Unpack functions enable replacing the
position-dependent IppsHMACSHA224State context in the memory.

Call the HMACSHA224GetSize function prior to HMACSHA224Pack/HMACSHA224Unpack to determine the size of
the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA224Duplicate

Copies one 1ppsHMACSHA224State context to another.

Syntax

IppStatus ippsHMACSHA224Duplicate(const IppsHMACSHA224State* pSrcCt x, IppsHMACSHA224State™*
pDst Ct x);

Parameters

pSrcCt x Pointer to the source 1ppsHMACSHA224State context.

pDst Ct x Pointer to the source IppsHMACSHA224State context to be cloned.
Description

The function is declared in the ippcp-h file. The function copies one I1ppsHMACSHA224State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr I ndicates an error condition if the context parameter does not

match the operation.

HMACSHA224Update

Digests the current input message stream of the specified
length.

Syntax

IppStatus ippsHMACSHA224Update(const lpp8u *pSrcMesg, int nesgl en, IppsHMACSHA224State
* -
pPCtx);
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Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsHMACSHA224State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

HMACSHA224Final

Completes computation of the HMAC value.

Syntax

IppStatus ippsHMACSHA224Final (Ipp8u *pMAC, int macLen, IppsHMACSHA224State *pCtx);

Parameters

pMAC Pointer to the resultant HMAC value.

macLen Specified HMAC length.

pCt x Pointer to the IppsHMACSHA224State context.

Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified pMD memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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ippStsLengthErr Indicates an error condition if macLen is less than one or greater
than the length of the hash value.

HMACSHAZ224GetTag

Computes the current HMAC value of the processed part
of the message.

Syntax

IppStatus ippsHMACSHA224GetTag(1pp8u* pDst Tag, Ipp32u taglLen, const IppsHMACSHA224State*
pState);

Parameters

pDst Tag Pointer to the authentication tag.

taglLen Length of the tag (in bytes).

pSt at e Pointer to the IppsHVMACSHA224State context.
Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 198]. A call to this function retains the possibility to update the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen <1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

HMACSHAZ224MessageDigest

Computes the HMAC value of an entire message.

Syntax

IppStatus ippsHMACSHA224MessageDigest(const Ipp8u *pSrcMesg, int nesgLen, const Ipp8u
*pKey, int keyLen, Ipp8u *pMAC, int maclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keylLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
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maclLen Specified HMAC length.

Description

This function is declared in the ippcp.h file. The function takes the input key pKey of the specified key length
keyLen and applies the keyed hash-based message authentication code scheme to transform the input message
into the respective message authentication code pMAC of the specified length nacLen.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if nsgLen is less than zero or macLen

is less than one or greater than the length of the hash value.

HMACSHAZ256GetSize

Gets the size of the 1ppsHMACSHA256State context.

Syntax
IppStatus ippsHMACSHA256GetSize(int *pSi ze);

Parameters

pSi ze Pointer to the IppsHMACSHA256State context size value.

Description

The function is declared in the ippcp.h file. The function gets the IppsHMACSHA256State context size in bytes
and stores it in pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHAZ256Init

Initializes user-supplied memory as
IppsHMACSHA256State context for future use.

Syntax

IppStatus ippsHMACSHA256Init(const Ipp8u *pKey, int keyLen, IppsHMACSHA256State * pCtx);
Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the IppsHMACSHA256State context being initialized.
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Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsHMACSHA256State context. The function also sets up the initial chaining digest value according to the Hash
algorithm specified by the function base name and computes necessary key material from the supplied key pKey.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen is less than one.

HMACSHA256Pack, HMACSHA256Unpack

Packs/unpacks the 1ppsHMACSHA256State context
into/from a user-defined buffer.

Syntax
IppStatus ippsHMACSHA256Pack (const IppsHMACSHA256State* pCtx, Ipp8u* pBuffer);
IppStatus ippsHMACSHA256Unpack const (const lIpp8u* pBuffer, IppsHMACSHA256State* pCtx);

Parameters

pCt x Pointer to the IppsHVMACSHA256State context.
pBuf f er Pointer to the user-defined buffer.
Description

This functions are declared in the ippcp.h file. The HMACSHA256Pack function transforms the * pCt x context to
a position-independent form and stores it in the the * pBuf f er buffer. The HMACSHA256Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsHMACSHA256State context. The HMACSHA256Pack and HMACSHA256Unpack functions enable replacing the
position-dependent IppsHMACSHA256State context in the memory.

Call the HMACSHA256GetSize function prior to HMACSHA256Pack/HMACSHA256Unpack to determine the size of
the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA256Duplicate

Copies one 1ppsHMACSHA256State context to another.

Syntax

IppStatus ippsHMACSHA256Duplicate(const 1ppsHMACSHA256State* pSrcCt x, IppsHMACSHA256State™
pDst Ct x);
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Parameters

pSrcCt x Pointer to the source IppsHMACSHA256State context.

pDst Ct x Pointer to the source 1ppsHMACSHA256State context to be cloned.
Description

The function is declared in the ippcp.h file. The function copies one 1ppsHMACSHA256State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

HMACSHA256Update

Digests the current input message stream of the specified
length.

Syntax

IppStatus ippsHMACSHA256Update(const 1pp8u *pSrcMesg, int nesgl en, IppsHMACSHA256State
*pPax);

Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsHMACSHA256State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.
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HMACSHA256Final

Completes computation of the HMAC value.

Syntax

IppStatus ippsHMACSHA256Final (Ipp8u *pMAC, int macLen, IppsHMACSHA256State *pCtx);
Parameters

pMAC Pointer to the resultant HMAC value.

maclLen Specified HMAC length.

pCt x Pointer to the IppsHMACSHA256State context.

Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified pMD memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if macLen is less than one or greater

than the length of the hash value.

HMACSHA256GetTag

Computes the current HMAC value of the processed part
of the message.

Syntax

IppStatus ippsHMACSHA256GetTag(1pp8u* pDst Tag, Ipp32u tagLen, const IppsHMACSHA256State*
pSt ate);

Parameters

pDst Tag Pointer to the authentication tag.

tagLen Length of the tag (in bytes).

pState Pointer to the IppsHMACSHA256State context.
Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 198]. A call to this function retains the possibility to update the digest.
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Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen <1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

HMACSHAZ256MessageDigest

Computes the HMAC value of an entire message.

Syntax

IppStatus ippsHMACSHA256MessageDigest(const Ipp8u *pSrcMesg, int nesgLen, const Ipp8u
*pKey, int keyLen, Ipp8u *pMAC, int maclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keyLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
maclLen Specified HMAC length.

Description

This function is declared in the ippcp.h file. The function takes the input key pKey of the specified key length
keyLen and applies the keyed hash-based message authentication code scheme to transform the input message
into the respective message authentication code pMAC of the specified length nmacLen.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if nsgLen is less than zero or macLen

is less than one or greater than the length of the hash value.

Example

The code example below computes the SHA256 HMACs of a message.

// Compute two keyed-hash based message

// authentication codes using the HMAC scheme
// 1-st will correspond of 1/2 message

// 2-nd will correspond of whole message

void HMACSHA256_sample(void){
// define key
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Ipp8u key[] = "the key for HMAC scheme™;

// get size of HMACSHA256 context
int ctxSize;
1ppsHMACSHA256GetSize(&ctxSize);

// allocate HMACSHA256 context
IppsHMACSHA256State* pCtx = (IppsHMACSHA256State*)( new lpp8u [ctxSize] );
// and ini context
ippsHMACSHA256Init(key, strlen((char*)key), pCtx);
// define message
Ipp8u msg[] = "abcdbcdecdefdefgefghfghighijhijkijkljkImkImnImnomnopnopq™;

int n;
// update MAC using piece of message
for(n=0; n<(sizeof(msg)-1)/2; n++)
i ppsHMACSHA256Update(msg+n, 1, pCtx);

// clone HMACSHA256 context
IppsHVACSHA256State* pCtx2 = (IppsHMACSHA256State*)( new Ipp8u [ctxSize] );
ippsHMACSHA256 Init(key, strlen((char*)key), pCtx2);
ippsHMACSHA256Dupliicate(pCtx, pCtx2);

// finalize and extract digest of a half message
const int macLen = 16;

Ipp8u mac[macLen];

ippsHMACSHA256Final (mac, macLen, pCtx);

// update MAC using HMACSHA256 clone context
ippsHMACSHA256Update(msg+n, sizeof(msg)-1-n, pCtx2);

// finalize and extract digest of a whole message
Ipp8u mac2[macLen];
1ppsHMACSHA256Final (mac2, macLen, pCtx2);

delete [] (Ipp8u*)pCtx;
delete [] (Ipp8u*)pCtx2;

HMACSHA384GetSize

Gets the size of the 1ppsHMACSHA384State context.

Syntax
IppStatus ippsHMACSHA384GetSize(int *pSi ze);
Parameters

pSi ze Pointer to the IppsHMACSHA384State context size value.

Description

The function is declared in the ippcp.h file. The function gets the IppsHMACSHA384State context size in bytes
and stores it in pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
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ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

HMACSHA384Init

Initializes user-supplied memory as
IppsHMACSHA384State context for future use.

Syntax

IppStatus ippsHMACSHA384Init(const Ipp8u *pKey, int keyLen, IppsHMACSHA384State * pCtx);
Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the 1ppsHMACSHA384State context being initialized.
Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsHMACSHA384State context. The function also sets up the initial chaining digest value according to the Hash
algorithm specified by the function base name and computes necessary key material from the supplied key pKey.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen is less than one.

HMACSHA384Pack, HMACSHA384Unpack

Packs/unpacks the IppsHMACSHA384State context
into/from a user-defined buffer.

Syntax
IppStatus ippsHMACSHA384Pack (const IppsHMACSHA384State* pCix, Ipp8u* pBuffer);
IppStatus ippsHMACSHA384Unpack (const Ipp8u* pBuffer, IppsHMACSHA384State* pCt x);

Parameters
pCt x Pointer to the IppsHMACSHA384State context.
pBuf f er Pointer to the user-defined buffer.
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Description

This functions are declared in the ippcp.h file. The HMACSHA384Pack function transforms the * pCt x context to
a position-independent form and stores it in the the * pBuf f er buffer. The HMACSHA384Unpack function performs
the inverse operation, that is, transforms the contents of the * pBuf f er buffer into a normal
IppsHMACSHA384State context. The HMACSHA384Pack and HMACSHA384Unpack functions enable replacing the
position-dependent IppsHMACSHA384State context in the memory.

Call the HMACSHA384GetSize function prior to HMACSHA384Pack/HMACSHA384Unpack to determine the size of
the buffer.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHA384Duplicate

Copies one 1ppsHMACSHA384State context to another.

Syntax

IppStatus ippsHMACSHA384Duplicate(const IppsHMACSHA384State* pSrcCt x, IppsHVMACSHA384State*
pDst Ct x);

Parameters

pSrcCt x Pointer to the source 1ppsHMACSHA384State context.

pDst Ct x Pointer to the source I1ppsHMACSHA384State context to be cloned.
Description

The function is declared in the ippcp-h file. The function copies one I1ppsHMACSHA384State context to another.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

HMACSHA384Update

Digests the current input message stream of the specified
length.

Syntax

IppStatus ippsHMACSHA384Update(const lpp8u *pSrcMesg, int nesgl en, IppsHMACSHA384State
*pQx);
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Parameters

pSrcMesg Pointer to the buffer containing a part of the whole message.
mesgl en Length of the actual part of the message in bytes.

pCt x Pointer to the IppsHMACSHA384State context.

Description

This function is declared in the ippcp.h file. The function digests the current input message stream of the
specified length.

The function first integrates the previous partial block with the input message stream and then partitions them
into multiple message blocks (as specified by the applied hash algorithm) with a possible additional partial block.
For each message block, the function uses the selected hash algorithm to transform the block into a new chaining
digest value.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsContextMatchErr Indicates an error condition if the context parameter does not
match the operation.

ippStsLengthErr Indicates an error condition if the input data stream length is less
than zero.

HMACSHA384Final

Completes computation of the HMAC value.

Syntax

IppStatus ippsHMACSHA384Final (Ipp8u *pMAC, int macLen, IppsHMACSHA384State *pCtx);

Parameters

pMAC Pointer to the resultant HMAC value.

macLen Specified HMAC length.

pCt x Pointer to the IppsHMACSHA384State context.

Description

This function is declared in the ippcp.h file. The function completes calculation of the digest value and stores
the result into the specified pMD memory.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.
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ippStsLengthErr Indicates an error condition if macLen is less than one or greater
than the length of the hash value.

HMACSHA384GetTag

Computes the current HMAC value of the processed part
of the message.

Syntax

IppStatus ippsHMACSHA384GetTag(1pp8u* pDst Tag, Ipp32u taglLen, const IppsHMACSHA384State*
pState);

Parameters

pDst Tag Pointer to the authentication tag.

taglLen Length of the tag (in bytes).

pSt at e Pointer to the IppsHVMACSHA384State context.
Description

This function is declared in the ippcp.h file. The function computes the message digest based on the current
context as specified in [FIPS PUB 198]. A call to this function retains the possibility to update the digest.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.

ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.

ippStsLengthErr Indicates an error condition if t agLen <1 or t agLen exceeds the
maximal length of a particular digest.

ippStsContextMatchErr Indicates an error condition if the context parameter does not

match the operation.

HMACSHA384MessageDigest

Computes the HMAC value of an entire message.

Syntax

IppStatus ippsHMACSHA384MessageDigest(const Ipp8u *pSrcMesg, int nesglLen, const Ipp8u
*pKey, int keyLen, Ipp8u *pMAC, int maclLen);

Parameters

pSrcMesg Pointer to the input message.
mesglLen Message length in bytes.

pKey Pointer to the user-supplied key.
keylLen Key length in bytes.

pMAC Pointer to the resultant HMAC value.
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maclLen Specified HMAC length.

Description

This function is declared in the ippcp.h file. The function takes the input key pKey of the specified key length
keyLen and applies the keyed hash-based message authentication code scheme to transform the input message
into the respective message authentication code pMAC of the specified length nacLen.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if nsgLen is less than zero or macLen

is less than one or greater than the length of the hash value.

HMACSHA512GetSize

Gets the size of the 1ppsHMACSHAS512State context.

Syntax
IppStatus ippsHMACSHA512GetSize(int *pSi ze);

Parameters

pSi ze Pointer to the IppsHMACSHA512State context size value.

Description

The function is declared in the ippcp.h file. The function gets the IppsHMACSHA512State context size in bytes
and stores it in pSi ze.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
HMACSHAS512Init

Initializes user-supplied memory as
IppsHMACSHAS12State context for future use.

Syntax

IppStatus ippsHMACSHAS512Init(const Ipp8u *pKey, int keyLen, IppsHMACSHA512State * pCtx);
Parameters

pKey Pointer to the user-supplied key.

keyLen Key length in bytes.

pCt x Pointer to the IppsHMACSHA512State context being initialized.
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Description

This function is declared in the ippcp.h file. The function initializes the memory pointed by pCt x as the
IppsHMACSHAS512State context. The function also sets up the initial chaining digest value according to the Hash
algorithm specified by the function base name and computes necessary key material from the supplied key pKey.

Return Values

ippStsNoErr Indicates no error. Any other value indicates an error or warning.
ippStsNul IPtrErr Indicates an error condition if any of the specified pointers is NULL.
ippStsLengthErr Indicates an error condition if keyLen is less than one.

HMACSHAS512Pack, HMACSHA512Unpack

Packs/unpacks the 1ppsHMACSHA512State context
into